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H(H-, )& (& ) - ) (SHY, HOS L --0 C(H (( *&(-")& *I.#( .8
)Y, #()) #HG- & $# 1™ #'& % '#& 2% 538
Dedicated Servers
w3 (!, ( " .- ( #-&& ) ." - )., #3), S#H(&*&) 3'(. #(. 2*. .) 2 EDDD
YA, - <, &), O#.8&=8 3)/ M"#(%3) ' 3 2  EDDD)*. 5. * [#3 (!, GV ) H(-. 8&&
Y #. -0 -8 . #-&)H#Y,.( . L - (" o I3 (!, &) . ) -t (1), %l#" E
WO D L ICH, YIH H)( A )8t -t wmEH- ) HH(&  * I#3 (!, )-8 1)
‘H&&H- ) &. (3), .. L) ( ) [(QE:5 [ ) I G ). . -8
High Availability Environments
A/ - 1, B-#l" O#& #&#B = [, 5'% -, (o) (. #--. &#-" ), 3) W #(-.&&H#H( * [#.3 8
*#3 - *8) 3 ) && H#"3*,0#)- <H(&H! " )- - ), ,) 03 ), #H(=8 *&) 3#( * [#3 ) &&
"3 O#-),- 1#&& (, M. ). ), #H(-#( .., ) 0.3), #)@s
- 5 I R0 )N%"' M, )%(2 M 0+ (& <l- &% L., (<] 0 o+ M- (+ I %+
R e T D) |/ A G CRE & ¢ %( 0! -l [+-.%& ", , )+ ( - Y+ .6
"% )% &, )™M > (M) "%+ " 46 (0 &,- < w2 -l (+ %% "+ %
NS L (> %> (> % > i+ (&&' (1= 12 0'%% /(- 2! 6 "+ % ))%"'
T2/ %8& T (> %A - (&M e e %& M ()R &+
+ (&&" -, (61 (0, )M L [ %& M (e (- 61+ (8 (+,
(¢ "% )% P& 6 %t (O )%(2- "% )% (- ( %(%,-(+
MG (M o BT % )% )%(2 (- ((%(%-(+ "(- 1 2 6 (+ 414
" ( )T e % & ()T T A%, (W%2(+ 0 + (& (6
(- 5 M- %& ™ (- 2 H& " - 2 (! " (- ) - 2 4-
[+ %& 1" 0"%% (& )+ (- - 6 -l [+-.%& Mt R %2(-( $-(-1 (+""% "4"-0"%%
- & %%2 (- - R S N A e L R () R = R U
1" (1m0l /"% % 6 (+&(# M (F&-"(4, -1 ) "0 & &&, -"C, (-1 (%" 1 %)+l
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Database Deployment Considerations

, ) 9, * )O# B- ) I'(..#)( ), #e B ) #H-8&H( (1 *&)3( [ %* &&YH(!
YA#, BEHCHC ) HC ), B 43 8
Version
O #3 - #, ). 0 , FDEP, FDDLE , & EE!), ED!), (. *# *&) 3 (-8 * [#3 (!,
)y- o wr (! o 3. I #-#)@&3-H#. & ), 0&.#)( **)--8 <) (). M, )R 3)
0 ) & . -8=
Install before Deep Security
Mo #(- &&" 1,5, . - #-(), r I#3 <#3), 0. -#C 1& #(-. (=5 (
-, M ), * 1#3 (+ B/ #H-&& * I#3 (!, 8
Location
"L - -, & . ). (1),%- . * [#3 (! W N -+ ) E:-)o, 8<
O A 0-. )(8=
Dedicated Server
- & H#(-.&& ) -*, #. ' "#(8
Microsoft SQL Server
(&C ). N #)(-C8 <
(. - 3. % [ #3 (L, 0 = /&* #"-8
I#( 1&H9  ((3 5. . - (- 3. % @3 (1, 0 * , ™ #".8
&."C#*& C,)03")&*% )3 )3), .-8< CATn (L 8#%.)). 8):(9-&# 3:-EIl MFKF8 -* 2=
Oracle Database
L"C, & #. (C-0# ("% o, #o*- )( #)(-8
Y. I 3. o #3 (!, - I ( D& - (
5 ( -3 v # OH& -8
I#( 1&#9 ((3 5" Y - 3 x @3 (1, ) L 5 5
5 ( -3 v # OH& -8
Transport Protocol
> e . % )))&# 8
I#(! % (+ ). ) 0 .5 %), &L (#. #,)) . #() 1- )¢ #)( (& - 0#& &
A (3L (0 ). 8 "#-' 3 & 3 2#.#7
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0 L HE) e - #3 (L, 8
) LIS BRI (!
e & 2. 1 (11 )")--8

01" )I# #H( " (&# 0#& &5 * I#3 (!,1#8&(). & . ) )G Jr 0

Connection Settings Used During Deep Security Manager Installation.

L x I#3 (1, #(-.8& #H)(53) 1#&& % ), . - WO .#( . #&8 (.,

C(' C(. % 9, . .- Y * l#3/(,C. - " cs

#(- && #)( /), )" (
#*& 3 ##)(&)H)(-8 " -, )

0-) 1-( 2%& ), )C#(. ) (" #C.( [HC#)
Avoid special Characters for the database user name (Oracle)

&N ", & &&L--* #& "
N e N 8

Keep the database Name Short (SQL Server)

#) 1- [M(# BB (0 #O) 1- 1(# HG &HW( "

cLTCO)SMIF - )8 s 3, L, ) 8+).

,) 0, (" *#*-8

-

co(c

-8 * /#.3
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1- 17 (# #)(

I,

)X )

)- 0

I#( 1&#9 ((3 S%*#( . #( . - (" ), 1#&&% # #, ), " .- (- ) 3, ((-8 <#8 " '#(
: #C C5 " S#- ((B- .- (' 1#&& C AEC5 " - ) ((B- .- (' 1#& C AFC5 ( -)
)8 =
Oracle RAC Support
* #3147
#(/2 (. *# 0 LEE EW", & EE! F <OEE8F8D8ESD=
. #(I2 (. F#- 0, I18L1#", & EE! F <OEE8F8D8ESD=
(- 5 %2 - Y- "1+ + ) A2 (W2-( + % (O, (% (- "2 (&&™ (", 0%l
+ % -(&-  (+ &- 1 %.,+,+/" 6( 0/ +" 2L 1)+ " 442 .- (&3 -1 "0 %%
' (+" - (L) R & (M % (& (A", %M - "+ 0 %% Q-+ 6
I-- + 0 < 1040, +-61-&?
High Availability
O #3 L - #)YH& IR L - #P, *). A )& -0 &, H(- I -ntg ),
2%&5) . -, *&# H)(. "OQWH- )&/ ). - &L, &t H)(L "#H" (, & #( H# & #8&I,-8
) H, G . - H, VH(#, ) () 0, *&# #)(8
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Installing the Deep Security Manager

Before You Begin

Database
), 3 #-&&* [#3 (!, B - #-&. - )1 ,5,. .- (-, )¢ ), L3 (1, )
-8 ), #( ), HO(H#(-. &&H#(! . -5- & $# M #8& %'#'& 25 538
Co-Located Relay-enabled Agent
| #3 *&) 3( L, - . &- ) * I#3  &3< * [#3 I( 1" &3 I(#)(&#3 (& =8 &3
L )1, (0 L3 ) 1 re&H( - 1T %* 3, %) (K)o 8 L, ( #,),)(- #(-. &&H(!
&39(& (). ) L= L #3 (1, Y5 ) L) )L L) IH(- &) & &3
L H#-&&H)() T T#3 (1, BN #(- 8&&, LH&R))WH(#.-&) & #, . )3 ), ( (. #(-&& %! <" |&&4#*
*9 15 (). $/- . ), (. #(-.&&,=8 #.)-( BSH( ( #(-&X %! &) &&SHI#&& . ) )N(. ). L, ( #,)) L&)
¢ )0, G & (I H-&X %! M, 8 #&) .- (H-&& W ! #H(H", ) M- &) #)(-5 #1#&0 3)
")) H#(-. &8 )98) . &39(& (. L " H-&& () S I#3 (1, & (. #-&&F % !- , M
#)" &) #H(5 . &.- ) S 1) 0, (- IH&E& -& . 8= (. (- )R) . I#3 (N, ) (S
") 1 0, #I#KEHH# @& #(-.&& 1#")&3." &3)/& (&8 ) (& *). #)( 3 1#&&X 0 ) *&3 ( *, W#. [#3
)&H B
0 '( #(-&& % ! # 0#& &5" #(-.&& #)() .© * I#3 (!, 1#8&) ). #<l. 3 1#&& 0 .) #(-. && & 39
(& (. &. , # =8
(- 5 ) ¢ 2+ & - 4 (% %27 % N M %% - %+ &6 (+M-+ (M- %%

% 27" % -4, "& "' $ (%' . " 2% 63" #> (%" , 28 7936;

Proxy Server Information

*J#3 1#&& ) %)23-0,0)(. ) ,( #,)*. 0 -)0," (., 5083/ *)23-0, , -5
9. 5 (&# , (#&, B

Download the the Installer Package

) L& . &.- O ) I#3 (L, <( (&3S * I#3 1(= a1, ) L #,)) &
( ,.7
LT) 1(&) ( 8. ('# )8 )"
Install the Deep Security Manager for Windows
E8 )* 3. * [#3 (!, H-&&,*%! ). .l tUw(8 ... M *  [#3 (!,  #(-.&&%, 3) &9

&# %o#t(! " #H(-. &&* %! 8
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& (' # ", R G (A I ), O CHET L) T, .8

- 5 201 &+ (- +I(- & "4 2t ' +,-" ¢- )0 (+ ., - dsm_c -
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L8 -, '%,! (, +4&#' " *, -$ +H ) H)( 1H#H&E . " 1& %.) ) #&& 3, . #0 . &.-

I#3 ()1 , *. - ) L #,) ( #.#L )3, (- ( T&H#(-8 <) ( )SH#HM, *.
&., [H#( " ¥ /#3 (!, 8= . = 1#3 (!, WH&& ) ) - *)23) ) ). )L #,))
* -0.,-)0,." ( (. 5&. + *O01 * */] & && )& ) *& !* ' # * M1 o (, + (

(- . 3)L,*% )23#(), #)(8

M8 '6', $16& $ &4  ( 1( H-.&8* % | # OH& & #', #H(. & &)&, ), ) " . ( #,)
) 1& (. ,53)/ 1#&& WO( " )#)( .) #(-. && )98) . &39(& 1(. 8(3 * [#3 #(- &8 H)(, +H -
C& - ) &3))1@&  ( #.#L I#3 ()1, *. -8 3 ) BH-.&& &39(& (. () 153/
1#8&( .))-) . &. ,#8
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23



Deep Security 9.5 Installation Guide (Basic Components) Installing the Deep Security Manager

ED8 %* *' & J *#A& . 1" 3 1( ) (& ,( #. ). % < ) ( =8 < (& )
YS#l, . % &, I#(0 " *  I#3  (1,=8 *#)(&&3 (. , 3, #(-.3 3-& # ) " ,)9) 1L
&#8

EES &+ $$ & &™% 1'&4  #3 " #( ) #(3 ) ( ., ( &#% &+ $$.) )(#(8

24



Deep Security 9.5 Installation Guide (Basic Components) Installing the Deep Security Manager
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y*&. 8 &HU&+ ) &)- " 1#4, 8
o #3 (1, -0# 1#&&, 1"( -Jf #)*&. 8" H(-.&&,*& - ). L) * I#3 (1, #." ),
Y8 MY& L% (). ) M- #3 )1 (.) - (1, Y . ). & #)E

Installing the Deep Security Manager for Linux

A ) ) M- &&H( Y I3 (1, ) #U2 1R #O) 1 3., et oM - ), #() 1-
<) 0=8),# ), HO*, )VH( H& (. #HU2 #H(-. && #)(5 - mgl o # S (%, " %2$ 438
- 5 20+ M- %%M ) A2 H( "L10-I-%, %4 2 0%% -( ("4 -l ) %, -( %%(-—+ 1"

( )+, DAAH ' DAB@6

Starting Deep Security Manager

o #3 (1, -0# - L)#&&3 ., H-&&HB" 0% (- 5, (SO # ).
0# - (1'(.))&8 " -,0# (' #C J(#, ) * I#3 (1.C8
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Manually Importing Additional Deep Security Software

X #3 1 (Y )L, 2% - (0 #N,. L) IRt I#3 (L, ) (" %l&Hr &
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Installing the Deep Security Agent

o (- # ") 1.)#-.8&8& ( # 0. * [#31(- (") 1.) (& &3 [(#H)(&#3<# , +# =8

Importing Agent Software

O #3 1( H-HEH S && 1#" ), I(#)(&#3 )&B. #)&31"( ). #H( )& #(& ) ( '(

&MIOH(- , +H#, ), M. )&, ) 1&) ( #-8&& 8 (- +,(4 - (-0+) $ ,&- &+ "-( ) A2
2T %% - (0 (&) 4B S ) L () HEREL M LG ) I#3 (1, #), " (0 (
) #( & . ) #&3 2., .. (. #(-.&&,, )V#I#(0" * [#3 (!B- 8=
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E8 ( * /#3 (!, 5).) %&+* & J(, +J 'S * J'[&$ & *8" ' &% & * 1 #& 3
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DL, (#E ))& (L) I#ES (L, 8
G8 "(" .1 L OU-SHE" ) L&) HO5 L, ("%, %', %I#&E& **  #(." %(*, &)1 8

o*,, &, 1&+, $$*4

E8 ( * /#3 (!, 51).) %&+* &I (, +3 ') *J'$ 8
F8 & .3),1(, )."&# (-&. 0(*, J O(*, &+ $$*  555)." '(/ , 8
(- 5 2.1 (% ++(C (- Lokl L& )%-(+&4-! % -/ +"C (-1 (-0 + 0"%Bb P
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G8 0. I(#-.8&&,. ) & & )& ,8

(- 5 %2., -1 1)(+ LM %) $ -l B&"(+-! BH&IMB (-, (0 (M- %% ) A2 -6 2 1+ -
d%% - 3)) S At % & L& (% +-1- (%, <D (-1 3Y) - (&)(-4
%W A+ 2 (% ,0%% M- %% .- ‘- -+ (6 2 ., (- M- %% (%, 0"%%
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*op 1o (1 #3 (1,  #(, 8 LU#H( )#HE&&( !'( 1"(C " ), NHC )L, *%!o"- 0. (
#N,. 0) * I#3 (1, (& . Y- - #--/ -8
Installing the Windows Agent
E8 )* 3. I(. #(-.&&%,S#&) . ., 1. "#( () &9I&HW." #(-.&& #H)(SH&) J( " #(-.&&,* % !8 &)
. (5 &#% 0,.) W(." #(-. && #)(8
F8 &6+* | &+ * %&4 3/ 1, ) - )" &#H( ), '( 5&. G, %%+, $l &+
* %& (&% 0,8
G8 +1&,'& '$*4 & .M & (1 ", 3)1 )& &H% * [#31(.. ) #(-.&& ( &#H % 0,8
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- 5 -%%M-l ) 42 - (J+ "( 0, & $-0 " + (&&" W (=& +2 %, (
(-2 At %9 L6 (0 4" -l (%W (&&' %" ,0- 1 01" -+ & $-(0) 0"%%
%00(-! M- %9E(+ & ( (. (1 L+ + -+ (¢ %8 “( 0, +/+B@@®"( 0, "~ A

"%- +(+™( 0, C'%- +4.,5
mstsc.exe /admin
Lo A (M ( 04.5

mstsc.exe /console
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Installing the Red Hat, SUSE, or Oracle Linux Agent

(- 5 L%t e+ (L )%2 <( 4.4+ % 16 (M- %Y . (++ % M14, - oL (+
+ %1 & MY% ( -6
- 5 (&, %( ¢ >+ ((>-("- %%- - 6%+ %R . >.(>6
ES )* 3." #(-. && #)(SH&)." ., .' "#(8

F8 - C*O#C.)#(-.&&." -Al(* % 17

# rpm -i <package name>

Preparing... #HtHHHHIHHHHIHIHHEHIHHHEHEHH R [100%)]
1:ds_agent #HitHHHHHIHHIHHEHIHIHHTHIHHHR R [100%]
Loading ds_filter_im module version ELx.x [ OK ]

Starting ds_agent: [ OK ]

<-CHOC. )M, ) % OH)-#(- &&S8 "#- ** ) "1#&&*, -0 3),*, )SH& - .#(-=
G8 " * [#31(1#8&-.,. . Y # && 3/9)(#(-. && #)(8

Installing the Ubuntu Agent

YR &&)( /(5 ) 3. H(- && A)(SH& ). L, L (" V&&IH(N ) (7
sudo dpkg -i <driver_deb_pkg>

1", «<driver_deb_pkg>  # ." #(*% ! 1#"" # 0,.1 - /#& (*& #(." Q R-, el #, .),38
Starting, stopping and resetting the Agent on Linux:

Command-line options:

)= (T
[etcl/init.d/ds_agent start
IR R

/etc/init.d/ds_agent stop
letc/init.d/ds_filter stop

), - (T
/etc/init.d/ds_agent reset

)y -t (T

/etc/init.d/ds_agent restart

Using Deployment Scripts to Install Agents

#0O) L )IL &H) %) . L - #Y I3 ( #E(H( %) B # I&HI- * *) -8 ) ) - -
( *) &e&’,) o) &) Y., (), - 8 x [#3  (1,B- *&) 3(
N T CU W (R Y. (1,B- &' (/8
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) 6
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(+% +6 (. &.,-+. (0+! %% ," &+ -(+'2 ((&2!/ -(+'-! (%% (&&'- ( %- (+',+")-5
Set-ExcecutionPolicy RemoteSigned
- 5 T0M( 0, & M A1 )%(2&- L +)- 0'%% - L& )+(12,-", -l %(%()+ " 2,86 -1 %(%()+ -"

2-& " (1" (. A2 L) a2t o (%2-l( ) - (4 -1 )%(28& -
) 099696

Iptables on Linux
*&-)&H#H(I2, -1, (, '#(- (& 1#"M8I)(& B " 0 ()&, !(.3 Wi-* )y - -# &) 17
G X RO E ) HO#H. &5, . )&KYH(! *3SH&T
/etc/use_dsa_with_iptables

* JH31(. Sk o) N SH&GHY. &- 1HE& (). .1 (" ds_filter - 0# -.,.-8

i
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) - AACB)( L ) WO HC&& (K, ) LT
#7

[etc/init.d/jexec

# Required-Start: $local_fs
M&H(T

# Required-Stop:

Activating the Agent

S # 0. , )" * 1#3 (1, Y o# (NS, L) .- &3),.)% ) L) ) .8

L, & THI&H S &4

E8 (. * I#3 (!, I D AR B O+ 2 7) 13| '%(-, *555#*& 3. | '%(-, *12* 8

F8 (., " "-(" ), =) 8L ) I ) R0 R (), ) )M, - 1&&
- ICH( - &B-& . * I#3 &H3 ) Sl (8 N A# & 0 '$11-..)C) c8

G8 " 1#4, 1#&& )(S#'..#. 1#&& . " 1()(." ). L (& 3 [#3 )&H#3<# ) 1--& . =8

H8 (." S#(&-, (5 9-& .C*( )" , .#8&)(B&)- BC ( &#Y$+ 8
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18 " 1( #01 #0.8 (. * [#3 (!, 5) )" % -, ( ( "% . ).  B--.J8 .-")&
#*& 3C (! <(&#(=C8

Enabling Relay Functionality

(3 #0. JHO#H#() 1-), #(2 '( ( )S#/, ) . - &FB)LU& # ( #.#IH I#3 ( )1, *. -8

- 5 ot ( L4 %2 (%2 (- " %6

& $ $1-&,'%%,14

E8 (. * [#3 (!, S) ). %

%15 ) &O&HW." )., 1#" . (1 & #0. () #*&3#-
S+ #),1#() 18
F8 (. )., #),8) ). X 13 &I ( &HUR S $ 18&#US+ &) 1 #.), 1#() 18
G8 (. L3 (L, ) oYM. - FIB My B-#)(MHR&(N L) ) #(,3 )M < =) )L
" &39(& (. < =8&H#W%" * [ #)(.) #*&3. , ol ( 1", 3y (- o, ) *.
YR (- &3)/& #-, 3) #. 41 8
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Installing and Configuring a Relay-enabled Agent

* o #3 &3#  *  [#3 1( 14" &3 /(#H(&#3 (&8 &3 )1& ( #.#l.  I#3 ( )1,
L o)3), ¢ I#31(- ( ~&H#H(- 8)'U1." 0 .&-) * I#3 &3)%*3),% ). #(F. ) . 8

Install and Activate a Deep Security Agent
A ) 0. & 3" 0 ('( #(-8&% ) ). ,5) -) 3)&#H( . H#H-J M- #H'& " 0% (%', " 2%

6:38) %# " . ). - #(C (& (- && #) cs

(" 1(##-& 53 )( . ) #0. #8

., & 3

E8 (. * /#3 (!, 51).)." ). -*18

F8 ("'( , 5&%%/J | '%(-, *553 #*& 3." | ‘'%(-, * #4, 8

G8 ), +&% 5 (., "-(") )y (L "#U3) S H#H-.&& " I( 8
H8 ), '$115-& . )&#3 - )(.")*, H(1-3')3 ), ). 8

18 ), ' /&% 11 (, + *% 580 ." /& - #(1< /& &3 ,)*=8

I8 &H%I&IH+ 8 * [#3 (1, 1H&&#¥),. " ). C)HS)H xL (#0018

Enable Relay Functionality on a Deep Security Agent

&S $1-&&P1'& &I&+H S ( 1 &4
E8 " #( (1 )., ( #O#H( *) - Y& "0 SHE" 3)y@( . ). B- L, 1) 18 #"-( BS
)&&Y - *.1 )< & 1=)) (" 1#() 18
F8 (. *  I#3 (!, B) ). %G -, (5 SH( I N LT 1( ) (& &3 I(H(&H#3 (
V&9 &H# Y #. ) ) (#- UW(-, * 1, % 1#() 18
G8 (.©  %(-, * I, 1#() 150.) . ! /I &I ') * (&#% &$  $ 18
-5 2 (¢, 4 , o (4 (- 1"&% # =% &=#'* % =# (! $0!-1+-
++)0") $ 1, re)(+ 6 %,('+ -1--1 (&.- ++™ FD7"-/ +"((-! -6
* 3 (1, 1HR& H(-. && " *&NIH(- +H#, 3. &3)/&5 (. 1(1#&& (. Y I(#)( - * 1#3 &3
(- 5 2+ o+ "0, "0 %Y ")- % .42 %( "+0 %%% -1- %% 9 -+I" ( )(+- DABR
4 %B
(- 5 %2,+ (+ "3 M- , WHS&EO0 %2+ .- (& %% (- (' , Y6H($ 6! Yo %2
() (A (A A2 (S0 ) -, H& D &2 - 2) - (M )
A2 (1Y% # = & e =% &6l +&+2) - (+ 2 %", +
"t(=,) - A4 - (N4 %6,
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Database Deployment Considerations

, ) 9, * )O# B- ) I'(..#)( ), #e B ) #H-8&H( (1 *&)3( [ %* &&YH(!
YA#, BEHCHC ) HC ), B 43 8
Version
O #3 - #, ). 0 , FDEP, FDDLE , & EE!), ED!), (. *# *&) 3 (-8 * [#3 (!,
)y- o wr (! o 3. I #-#)@&3-H#. & ), 0&.#)( **)--8 <) (). M, )R 3)
0 ) & . -8=
Install before Deep Security
Mo #(- &&" 1,5, . - #-(), r I#3 <#3), 0. -#C 1& #(-. (=5 (
-, M ), * 1#3 (+ B/ #H-&& * I#3 (!, 8
Location
"L - -, & . ). (1),%- . * [#3 (! W N -+ ) E:-)o, 8<
O A 0-. )(8=
Dedicated Server
- & H#(-.&& ) -*, #. ' "#(8
Microsoft SQL Server
(&C ). N #)(-C8 <
(. - 3. % [ #3 (L, 0 = /&* #"-8
I#( 1&H9  ((3 5. . - (- 3. % @3 (1, 0 * , ™ #".8
&."C#*& C,)03")&*% )3 )3), .-8< CATn (L 8#%.)). 8):(9-&# 3:-EIl MFKF8 -* 2=
Oracle Database
L"C, & #. (C-0# ("% o, #o*- )( #)(-8
Y. I 3. o #3 (!, - I ( D& - (
5 ( -3 v # OH& -8
I#( 1&#9 ((3 5" Y - 3 x @3 (1, ) L 5 5
5 ( -3 v # OH& -8
Transport Protocol
> e . % )))&# 8
I#(! % (+ ). ) 0 .5 %), &L (#. #,)) . #() 1- )¢ #)( (& - 0#& &
A (3L (0 ). 8 "#-' 3 & 3 2#.#7
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0 L HE) e - #3 (L, 8
) LIS BRI (!
e & 2. 1 (11 )")--8

01" )I# #H( " (&# 0#& &5 * I#3 (!,1#8&(). & . ) )G Jr 0

Connection Settings Used During Deep Security Manager Installation.

L x I#3 (1, #(-.8& #H)(53) 1#&& % ), . - WO .#( . #&8 (.,

C(' C(. % 9, . .- Y * l#3/(,C. - " cs

#(- && #)( /), )" (
#*& 3 ##)(&)H)(-8 " -, )

0-) 1-( 2%& ), )C#(. ) (" #C.( [HC#)
Avoid special Characters for the database user name (Oracle)

&N ", & &&L--* #& "
N e N 8

Keep the database Name Short (SQL Server)

#) 1- [M(# BB (0 #O) 1- 1(# HG &HW( "

cLTCO)SMIF - )8 s 3, L, ) 8+).

,) 0, (" *#*-8

-

co(c

-8 * /#.3

/.
1- 17 (# #)(

I,

)X )

)- 0

I#( 1&#9 ((3 S%*#( . #( . - (" ), 1#&&% # #, ), " .- (- ) 3, ((-8 <#8 " '#(
: #C C5 " S#- ((B- .- (' 1#&& C AEC5 " - ) ((B- .- (' 1#& C AFC5 ( -)
)8 =
Oracle RAC Support
* #3147
#(/2 (. *# 0 LEE EW", & EE! F <OEE8F8D8ESD=
. #(I2 (. F#- 0, I18L1#", & EE! F <OEE8F8D8ESD=
(- 5 %2 - Y- "1+ + ) A2 (W2-( + % (O, (% (- "2 (&&™ (", 0%l
+ % -(&-  (+ &- 1 %.,+,+/" 6( 0/ +" 2L 1)+ " 442 .- (&3 -1 "0 %%
' (+" - (L) R & (M % (& (A", %M - "+ 0 %% Q-+ 6
I-- + 0 < 1040, +-61-&?
High Availability
O #3 L - #)YH& IR L - #P, *). A )& -0 &, H(- I -ntg ),
2%&5) . -, *&# H)(. "OQWH- )&/ ). - &L, &t H)(L "#H" (, & #( H# & #8&I,-8
) H, G . - H, VH(#, ) () 0, *&# #)(8
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Upgrading a Basic Agent-based Installation

), ML #0 # 1(9 - % [#3M8D#(-. && .#)(. ) * [#.3M8l, 7
E8 *, 3 ), * [I#3 (!,. )0 -#)( M8l
F8 (. && .& -.)( * /#.3M8I ! (. 1#." &3 /(#)(&#3 (& 8
G8 *, 3 ), * [#31(-( &3-)M8I<-, +#, =
(- 5 o)+ (o, (L' % - (+(/ +0+"- "2 - .- $" ) 2+ ,2-& + ")+ ", %02, « "6
# ($ #%</4 $ ', ' -, >- $) (1 +2>™ -1 2+ ) 4" 2H6@%" | %)+
&+ - (+=, " 6
Upgrade your 9.0 Deep Security Manager to version 9.5
-(* ( 11 & *H5@, ' ( 11 & *HS5E4
E8 ) 1(&) * 1#.3 (!, M8l #(-. && * % ! ) O #,) ) 1) ( ., 1 #
LT) 1&) ( 8.(#, )8). =) & &#, .)38
F8 /(" #(-.&&,* % ! )&J#H(I " - * - ), (1 #(-.&& #)(5 - # #& " (%, " %2$ 643
2% 1 "(W0(.")RH)(")- (* #-. ) . %M, 8
Upgrading vs. Overwriting an Existing Installation
(oo #3 (1, #-.8&&, . - " MBD,-#)( ) *  I#3 (!, ) 3), -3-.'5 #1#8&H0 3)/ " )*H)(
.) CI#, M 2 #( #(-. && #)(CY, ) CO,L# M 2#-#( #(-. && #)(C8Y,  #(! " #(-. && H#)( 1#&E, Mox I #3
(!, ) & 0#)( [ 1#8&Q. )0,1#. 3), [#3 ,)SH&-5 [&-5# 1 &&/&-5*&# #)( 3*-5.8), "( (3)
@3 -0 L, m&#E ) ) - )3, (1), % L EH( " 2#-H#(HC && H)(1H#8E - &&. ) #.
W x O)-#(-. && H)( (. (#(-. && " &. - S#&,5,/8&-5% )S#& -5 8
Deploy a Deep Security 9.5 Relay-enabled Agent
( * /#3 M8sD5 * [#3 &31- ##(.# ) * [#3 )1, “.<Ho# " #3 ()1, *.
#- #IHE- #0048 ( *  [#3 MBI &3 /(#H(&H#3 - ( #H& V&  #( 0,3 JHO#. #() 1- ( #(/2
I 8
* [#.3 (1, M8l -#&& -I**),.- M8D &35"1 0,7
M8I 1 (.- (0. /. 3M8D&3-<(.", ), M8 &39(& !(#, +HiH, =
M8D &3 (M8l &39(& !(- (0. #(.-' &3 )
L) ( *) I, #.),*& 3, * [#3 MB8D&3 1#" M8l &39(& (-8 #) 1- &3 ( /M, )
* [ #3 (1, 8 #(2 &3-'-. '(/&& 3IH-&& (, *& 1#" , "#(-.&&) M8l #(2 (. 8
(**%  * + 1&+,$$' H5E ( 1 & & &%+ $15- & "' $ (%' , " 2% 638
(- 5 2.0 ~(-,--1 (%" 2( -1 H6E %27' % L+ %" %R+ HE@ %22 ' M- %%," %
HB6E % 27 ' % - D% "L (0 % 2+(.) : H6@ % 2, "(- 0"-! HBE % 27' % -omel L&
%2 )4 " " 0,- (-1'0 %2 4.)6
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Upgrade existing Deep Security Agents and Relays

(- 5 ) A2 - % 28&.,- (- ,& /+"C (+%, -1' -1 ) -2 + ", (& "6
) A 2 +&- %02, )+ (-1 ) 4~ 2 %26
- 5 )% 4)+ 2+ 4 ' %2,H& HE@ HEE4+ - 2+ HBE -, + "'« %2+(),
Sl (5" (%2HB6E % 2,6(. (9% )+ %% % 2,"  +(.) -( HBE(+ + - "0 H6E+(.); + (s "2
HBE " - (+ " )- , +&-! + ()6
*  /#3 wm8D(- (M, [0 I#3 (N, #(, <), 3'(& & &M, =51 " 1( .1,
I-. S#,-. #7),. #.)." * 1#3 (!, 8
* [#3 M8D'( 0, &3 ( ", ) M8l &39( & V(- 0o 1#3 (!, #(., <), 3'(/& & &
/x, =8 * /#3 M8D".1 &3 (). 1, 8 " 3. I#(--&& ( ,*& w#" " #(-.&8 M8I#(2 (. 8
< &3)( #(25 &) 15), #(-.,] #)(-8=
106(*, & 4/ s (# o+, (14
E8 ( * J#3 (!, 5).) %&+* & J(, +J '/ * 3 I&$ & *8" ' &% & **l #& 3
S & -0 H)(-&& (0L , o#& & ) ,( #, )8
F8 &. 3, '( .1, *o% ! )y o &H#.( &HU(*, #H(. (.8 * I#3 1#8&W( .) ) L&)
DI N CO#, ) L& L) L #3 (), 8
G8 "().1 CSHET ) L&) HI5 L, ("%, %', %14&& **  #(." %(*, )& ). '( 8
o ( A1 gt & 18 I+ (M1 $1+-H&, ( #1118 *4
ES (. * [#3 (!, 50.). %(-, *+-, (8
F8 S#( ." )*. (L "#U3) L (L), M), & 3B
G8 #"98&#%." Y. ,(-&. L&+ (* &+ * 8
H8 " (11!(.-).1 C1H&& -(.) )M (1), &31#&& /4, 8
- 5 (" &LW%2)+ 1 T2 e (¢ %2%(%%2 (&) +6 ( ( -4 (%W(-! T+ (&
$ %' " 2% 636
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Upgrading a Basic Agent-based Installation

(- ) M8l I#3 #() 1-( #(/2 '(- -#( 0,#)( M8D( .".5*(#' ) . *&.)'5 (0. && ). #H)( )/&-
Mol (& ) MBD(. 1#&&'H#( (& ) MBI ., L #(8 " )&&MH( . & M) 1-1"#" )I&- 3
(=, 7
-+ &'+ 18-0
) (#(- &&
(#(-- && (#(- &&
77 (#(-. && (#(-. &&
(#(-- && (#(-. &&
Upgrade a Relay on Linux
Y oO- - )OS J&+ (. ) &3 ,))M8D E. )M8I)( #(/28
- H5@ $ 1, H5E'& !&-04
E8 *I, * I#3 (). )0 -#)(M8I8
F8 ™),. Agent- platform -9.5. build .zip #(.) * /#3 (!, 8
G8 # 0. . &3.".3)1 (..)/M, ("I && #. 8
H8 (-. &&Agent-Core- platform -9.5. build .rpm )(." (. )*/. ,8
8 (&." &38
'&.* H5@ $ 1, HS5E &,'& '&-04
E8 *, * L#3 (). )0 ,-#)(M8I8
F8 '™),. Agent- platform -9.5. build .zip #(.) * /#3 (!, 8
G8 # 0. . &3.".3)1 (.)H, 8
H8 &. ." &3, * [#3 (!, 8
18 (#(-.&&." &3
J8 (-. &&Agent-Core- platform -9.5. build .rpm )(." (. )™*/. , 8
K8 ( * /#3 (!, 5 ). < %(-, **R [/ R [ '%(- *=8
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Quick Start: System Configuration

e %, It SH - HE#H&H r [#3 -3 )(SH#U, #H)( . #-, HH#, ), 3 ( -, *). # 3,
)™l o), -8
) )*&. #* #3230 )(SH#Y, #H(GI) 1H#&( . )T
E8 % -/, 3), &39(& !(#)*, #H(&
F8 )S#!/, * /#3 B- #&#3, . # 0 *. -.) ,(#, )
G8 "%.".3 )" 0 "I/& Q)*, ), W&, .
H8 ./ '#& ().#S# #)() #%).. (. 0(.-
Make sure your Relay-enabled Agent is operational
(5 W2 (% (T 2) - HE (e & (2 - - (8)- 46
2. " ¢ M- %% (7%(- % 27" % LA M %0 (L) A 2 A (" %%
% 27" % (+)+( "6: "8 #'> (%" 0" " 2% 7936;
o #3 (1, (( Y& ( (O#. ). %(-, *+*18 ), &39(& (. M& ., ) .
Uo(-, *+ &#-.# (#S#H 3 C)*. . C#)(1#" &3 1)(#.< =8 B--..- )&'(-")/& #*&  3C (! <(&#(=C8
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&3, & 3),!@#4 #) &3 ,)*5 O( ##B)&." ) C /& &3, )* C)1"#" &K1 &3, -#(8 ) (
UEH& &3 ) #3) "0 &) (", ) ) - ( 1( ), . H,,"#& &3-J. ) #3) ).

LK ) 0,&, TN & 8 ), #(). B &3 ,)/*5- $ 1+ #H()E&H( &8

YO#13), * [#3 &350.)."  wlal+* &I (, +J $1*-(45
"o 148& #*833), 1, (. &3, ))(." $ 1%+ *18-/&& 33/ 1#&&)&B" 0" -#(! & -$, $1*'-( 8
) &9 &H % " & &3 ). ) #& 3#- $ L F(* (R+ 1#() 17
(", ) S L r(r (R4 1#() 13)B&&- M &3 ., ), )8

(-5 A+ (&) HM-D &+ s (% $ %', M-l %%-( 6

Configure Deep Security's ability to retrieve Updates from Trend Micro

)y 1. 3)/BO )SH .3 "0 &FBY ( SH( . &3, ). - & "% L (L, HEO P - )
s (#, )8
). ) & F&I(, +d AL %L &#%. # % (, +& "' &% 555 [. )(I(, L& (, +8
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e 1H&EH*& 3. ' /&S L& HA L 1T ) - (0 #,) . 0 - ( )1& - . &.-. (#9& 1,
B G G S A TR VA L AR B S & " O®B) ( )SHY, M L) #  #H#IH( ) I#3
(S %l&H & 1+.%  I&+ J (L, +.8= M )*&H( M 1#A, #2&3" f — 1 #' (- 3,
&39(& !( ()1 (L ARG -0 7

Check that you have a Scheduled Task to perform regular Updates

Yy 1. 3 %013, &3 ( ). Wwrr ox. -0 B3 Y& L, . "I& 91"#" 1H&RVE&, &, .# 0 (
##1 - I#3*. -8

) ) %+ r& I - 8", 3 & - L &-)( " I& % && -, # % A1 (, + +#7
Y&9&HK " " & 9 )O#L#- *'(*1+  1#() 17
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YA L <H( e o= $1 # 0% M1 (, +oOHEH-L )Y, ) I#3 0,3 3.EF7l8
- 5 2 (=11 , % %', $' & & M 2A+ %A +- ( 2%$" ( * (- %
$) (%t (B - 1 1 ( o 034 6

Updates Configuration in the System Settings

) )SHY, " SH(, .#&) * . OB H( ¢ I#3 (1, 500 (L, 4. # wa+* &I 1+ % L 1&+ 8
(", +,03) ()SHY, M )R&IH(H(-<&) 1&. - #(-, ) ( =7
M0+ ( LA rggt ), &3H(&& &3 L) D) ) ), * I#3 1& ( ( *

gt 3 (N # L ) (- ( #.J& PRE(-8 <& "(  H#3) "0 ( #-J. ) ")’-) 3.3)/,
Y% )O# 8=

L *&HA L (-, - 3" (#9& 1, )/&8 " 18 - H#(- * - 1 ( #J& P&H(- ) ) L&)
(L - # &3 #3 I#3 . ) <)0=#) ) L 30 ). &3), "
* I#3 (1, 8<), 2%& )& & )( # O#3#--/-5),# " V5. # | )H#(&* )8=
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SH4 . o) v #3 [&- /- 3.0 #,1 &&RJH( , OB )N (* HG (A3 )EH )
D) B )& B L #() )&H#-. M I#3 (1, &0& ), M3 (- ) '(-
( #.0& *&H#H (-8 "# -.#(0 < 3 &=L ) H# & IH(, .- & *. - 1#" " &HH-#H(  *  I#3
(1, 8
- 5 L2 (U Al T % (2 % (- (& %%R- (&) +, 01" -1+
Lo (D A 2 (2 LB e (%29 (&) + (-l &
o"( O™ "&=  H$( %= " # , " &l 6
$ 1+4" 1) -.#(- N, &3 . H( # *  I#3 1#&&%). M. - ), )&, M8 , &%.0,-#)( ) .
L= ( ™&#(-8 I#3 *. M. "o (I - (H&&3-#( M8 ) .- ) . *. - ), M8k
MBI, # ,(8) (. )L& *. - ))&, (- #3)/ ) Q. . - "#-1)& ) K -.3 ( 1#.
(=), 1 * 8 ##&, &)&3) L&) .. . ) &L W(C <. ' 3& (1= #3) "0 (- ), *&H#( -
JHO #OI&HE W8 ORI H (I % LH&&-#I )& * % ! (), W #(L"#" 3,

* J#3 (1, ##(- &8 8

("L (L, 3 ()SHY, )RIH()RE(-<& 1&. - #(-, . )( =7
x& X a$ & *4 3 /&5 * [#3 1#&EI ) # && 3 ) 1&) /. - )#®. 1, & (
#, ) 1H&BH) # &&3H#H-- [* . #&-) & 3,&- (. ( &H#( )1, 8 .#( Mty 1484 ) # && 3
YL& A . -) (3.1, M3 "0 & 3#HN. ) *  [#3 <OHH&( . w&+* r& J(, +J
Lr 3 s 1=y #,)) L& (L, <t )L, 0#&& L) S L ( #,))1& (o, (
- WIgI+* 1&I (,  +J ') * I [&$ & * *18=
-5 ome %% (- -0+ (1, (0%( &, ™ Sl &LU%B!, %) (-
- (&- 6
(" m-$ (& & &F'S- #G Y () )& 0 ) L) B )&, #-.&& ) (1 & #0.
HU& FEH(8 Y [H3 #I& MEH( HWH IH # 08 ) L) ()& F&NH(-8"  &H(  , &#-
YO ORENMOH(- ., e I#M M JHOH. . 1( )L, K%L ), *. -8 3 [&5" *&H#( 1#&R " &.-. 0,#)
)y DRl Mt (M), ) r #3 (M (L, +3 ') % J'$ *i18=) 10,3/ " 31%")). )&
Y0, 0 (), ). A()I&-1 . H#H(-.&& (3 Vo) (- #(8
-5 (F&EF " (& (- (A U 0C L%% () 4, T (- (%M %)+ )
A2 46

Set up email notification of important events

B3 &, L H# 1 AL )M B #& L (BB &.- (L # ] )-1#3 0(- 4" -
ACY &1, ) ( 0/& - ) K)o B, M3 (0 -3 0(- &H%' ¢ [#3 (1,

QL) #%-* 8 * [#3 ()s#, )-( TH&OHSH #)(-1 (- #SH &,.-, , # 8

) )SHY, 1'#" & .- 1#&&(, . ( '#& (#SH# #H(B!) ). $*+ *1 ( &H%'&KI-*  $*+555) #*& 3" &#) *

I#3 &,.-7
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Deep Security Manager Memory Usage

Configuring the Installer's Maximum Memory Usage
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Configuring the Deep Security Manager's Maximum Memory Usage
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Silent Install of Deep Security Manager

Windows
t1&Lt, +H$ &, 1&+,$$'& 1&" [ +4
Manager-Windows-<Version>.x64.exe -q -console -Dinstall4j.language=<ISO code> -varfile

<PropertiesFile>

Linux

&Lt +$ &, 1&+, $$'& 1&-04

Manager-Linux-<Version>.x64.sh -q -console -Dinstall4j.language=<ISO code> -varfile <PropertiesFile>

Parameters

"CB)C-.H#(! ), -#(-.&&HS$) 2/ #(/(.. ( <#&(=")8

"CB&HS C- H( ), <t-le. ) H( ))& < ).=8
-Dinstall4j.language=<ISO code> y*#)(- &.-3)/ )0, # . 1&. #(-. && H)(& (1! < (1 &H-"H)", &(!-
O#& &8 * #3 & (! I#(-. ( , & (1 # (H#S# T
(-7

;o HYQHSH H(-T7 2=

S (RIS L B )& &L ) - (, 0 * )%, #- SH&S *)*,.3 ## (HSH 3#- +H#0&(
S0 (- R B0 1- r L#3 (1, #(- 8& H#)(< - # ) 0=8), 2%&5 " * [#3 (!, -
X" C . - ( ),-C-, (#-*#SH# -7

AddressAndPortsScreen.ManagerAddress=

Yo ) R H- H(H-SHE O % & 8- (' 3 )H#. 8 " )&3,+H#, 0&- ), -#*& #(-.&& H)(/IH#( (
- 7

LicenseScreen.License
CredentialsScreen.Administrator.Username
CredentialsScreen.Administrator.Password

), )& S #() OH#H& & -.#(5- S %', " % ""& % #B% & 2% 1638

Sample Properties File

&&IH(# ( 2%& ) " ). () .3* &* )% #-SH&T

AddressAndPortsScreen.ManagerAddress=10.201.111.91
AddressAndPortsScreen.NewNode=True
UpgradeVerificationScreen.Overwrite=False
LicenseScreen.License.-1=XY-ABCD-ABCDE-ABCDE-ABCDE-ABCDE-ABCDE
DatabaseScreen.DatabaseType=0Oracle
DatabaseScreen.Hostname=10.201.XXX.XXX

DatabaseScreen.Transport=TCP
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DatabaseScreen.DatabaseName=XE
DatabaseScreen.Username=DSM
DatabaseScreen.Password=xxxxxxx
AddressAndPortsScreen.ManagerPort=4119
AddressAndPortsScreen.HeartbeatPort=4120
CredentialsScreen.Administrator.Username=masteradmin
CredentialsScreen.Administrator.Password=xxxxxxxx
CredentialsScreen.UseStrongPasswords=False
SecurityUpdateScreen.UpdateComponents=True
SecurityUpdateScreen.UpdateSoftware=True
RelayScreen.Install=True
SmartProtectionNetworkScreen.EnableFeedback=False

Silent Install of Deep Security Manager
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Deep Security Manager Settings Properties File

e - ) )CHE #OSHC N ) (- ) )3 sH&. (- # )" (9&#( #(-. && H)(<H#& (. (-. &&=) "
* L#3 (1, 8< "t # S (% %2$ 43 8=
Settings Properties File
)) B H( - (-, )*,.3 SH& #-7
<Screen Name>.<Property Name>=<Property Value>
CH(-*, )R H-SH& -, +#, () #H)(&0 &/ -8
(- 5 +0-"( % -+ ,4,0)%2" " | %" /%. 0"%%,-" ! Y%-1%. ™ ., 6
Required Settings
LicenseScreen
* (%1 S $-+ R bt
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(AT ++$  $-+ $, $
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# (-, (8# (-8FPQO &/ R Q ) ( '#3)# )#(R & (%
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CredentialsScreen
(AL +H$ $-+ -$,
(#& , (8 ‘H#@#., .).8-,('PQ0 &R Q- )., ##-, )R & (%
(#& , (8 '##-., .),8-1), PQO&/R Q*--1), ),."'- , ##. .)R & (%
Optional Settings
LanguageScreen
* (%1 +H S $-+ $ $- +
Q(/&&R
#(-. &&H$8& (/! PQO &/ R $* Q(/&&R CCP (&#-"5 G3P *(-5C4"A CP #*&#S# "#(-
4"A
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UpgradeVerificationScreen

Deep Security Manager Settings Properties File
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AddressAndPortsScreen
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Deep Security Manager Settings Properties File

CredentialsScreen
S ++1 $ $- + -3, $- o+
(#& , (8-. ) -1) -PQO&R "/&_ &- ECH V& -1 Y (), - (- 1), -
SecurityUpdateScreen
e "+ § -$,
s $+ $ T
han @ Y)( (-POD R J ; J#(# . -3 )1 (o L#3 (1. YI)y# & 3,.# 0.
T ' ' & ’ &~ (-
43 . @*. )1 .POOR J , J##H . -3 )L (L) %, )L Y #&& 3% ), (1
&- )1 ,8
SmartProtectionNetworkScreen
Mo, (SH(-1 "3 M1 (L) (& L (#, ). % ()*#)(&8& 33, #(/-.3 8
* (%1 +HE S+ 5 % [+
). #(.1 )%, B(& %PQ0 &/ R 'é_ & ! (&- (#, ). %8
). -* #S#
(%t(!
I #(#
I #)(
(, 13
-9) 0#(1 )(-I', 1) -< =
#(#&
» (0,1
) 0.0¢
&." ,
0 * (-/’ ( 0 0, * *
)., #(.1 )%, (8(l,3 3*PQO&R ¢ & (% & (% ), N)(-. )).-* #S#
. H&
#
#& (! -
& -..
L H&
"()&)!3
& VI# #H)(-
L (9. )
HEHH -
Sample Properties Files
"OON&H(H- (2% ) ) () 3 &* ), #-SH&T

AddressAndPortsScreen.ManagerAddress=10.201.111.91

AddressAndPortsScreen.NewNode=True
UpgradeVerificationScreen.Overwrite=False

LicenseScreen.License.-1=XY-ABCD-ABCDE-ABCDE-ABCDE-ABCDE-ABCDE

DatabaseScreen.DatabaseType=0Oracle
DatabaseScreen.Hostname=10.201.XXX.XXX
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DatabaseScreen.Transport=TCP
DatabaseScreen.DatabaseName=XE
DatabaseScreen.Username=DSM
DatabaseScreen.Password=xxxxxxx
AddressAndPortsScreen.ManagerPort=4119
AddressAndPortsScreen.HeartbeatPort=4120
CredentialsScreen.Administrator.Username=masteradmin
CredentialsScreen.Administrator.Password=xxxxxxxx
CredentialsScreen.UseStrongPasswords=False
SecurityUpdateScreen.UpdateComponents=True
SecurityUpdateScreen.UpdateSoftware=True
RelayScreen.Install=True
SmartProtectionNetworkScreen.EnableFeedback=False

Installation Output

"O)&&IH( #- =& M. ) - /& #(-.8&D&&Y 3 ( 2"& A ) #& #(-. &&HO&H &H (-=8" > )2 .!
B #(#. - #&,8

Successful Install

(U (#, ) * I#3 (), ,0# 888

H#(1* O#)-0 #)(C) L (#, ) * I#3 (!, 888
*, #SH #H)( ., (-.#(0- 888
- (-.#0- * 888
# (-, (-.#(0- o~ 888
- ( Yom o (-H(O- 888
L (#H& (-0 888

&&- . #(- *. 5, 3) 2/ 888
(H(-. &&H(*,  O#)- 0 -#)(

(0% -

2., #(1S#&-888

_#(1 *888

)(#0. ) . -888

. #(1M .- "'8s8

* #1" . - .888

Co#( -, #( ). 888

), #(! .#(-888

L H#0™), 3# .)3888
(. &&#(! *),.-888

. H( &  3-.'888

H#0 /& - 1), )&#B88

wWH(02 & [#3, )SH&-888

g 3! /#3*. 888

0 #& -, ) 2 *& [#3, )SH&-888
Y HC ) ) (Y, 1#3, )S#& 888
Y HCS ) #) (1, 888

. H(0 #-.. )10, 888

() -%-888

. OH( . ™), ( (#-888
. H#0 I#.), )&888
| #.#(1888

* HHAH(1888

), #(! (- && #)(888

. #(, ) #- #8888
. #("). /. 888
)SHI#(! 888

)SH#I#(1 0# 888
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Deep Security Manager Settings Properties File

)S#I#! 0 /#3 888
)SHIH#! 0 )i#(1888
& (#(1 *888
LA I#3 (L, 888
H-"H( #(-. &8 #)(888
Failed Install
e 2%& M) - )AL, 1 ov(x ) #-SHE )(CH#H( (#( 0&# &# (- - #(17
RO (O #, ) * L#3 (!, ,0# 888
A% 080 () L (#, ) * I#3 (1, 888
I, HSH (. (-.H0- * 888
(-.#0- * 888
- B, (-.#0- 888
> 2"&#(-) 3 0 ( , ##O0&#S8

> 2# (-
V&&H(I % " (1-888

(-.#(-,

$ . 888




Deep Security 9.5 Installation Guide (Basic Components) Deep Security Manager Performance Features

Deep Security Manager Performance Features

Performance Profiles

@3 (1, J-- ()HEHE ), (%) " I&, M. )#H L oo )t $) ) 5. - e
g (-8 3 [&5(1 #(- & H#)(-/- " Al -—#0C*, ),'( *\SHEL"H" #-)#H#A ), # . (1, 8 " *
I#3 (1, ##-8&8% ) -3 ), L), O#( (H#0 .1, #' 3 Y L& )l M C.(, C* )(
*)SH&S *, )'( *SH& (" ( 3 OHH ) %&+* 1& J & * '+ 8 M-, ( -&. (1, 0
(. Ko le I#() 18L), ), )s#& (e o# y*9) 1(' (/8

) V)SH&E&S) ), )& (1, ) V(o meE(GHEH. (B . (1, 1#&& *. 8" 1&.)
Y L) ( % )SH&-  #08 &(-. () * 5&3¢(, $. ", .8

Low Disk Space Alerts

Low Disk Space on the Database Host

* #3 (!, , #0- C#H%E&EG, ) '-! )L -5 #1#8&,. ) 1# 0(- ) #-)L( ", #0 ( 1#8&
S (H& . ) && - - #( )H(M) M HS HE H 0#), #- (). )(SH!/, &8
3, N &#E& (!, (-5 . O(- 1#8& L#.( ) 1" 0, (0 #"(&H( 1 0( 8<), ), #O. M X
S 18 & () -5- 1&#9) (1, #(." C (- B0 T )EH( &), " H(#-., .)B- I# 8=
(" #%* # )" - &0 5. (1, 1#8&1#. " &) &&3-), .. ). . -8

Low Disk Space on the Manager Host

o#& & #%+ ) . (!, && & 1 EDN5" (!, I(, .- )1 #%* &,.8"% &, #*,. ). 0,'& &.
3t #)(SHI, & &H%(3)., 8<), ), #().,M( N &,-5- $* C&KI-* & #(" &KI* & & & %&,
- () S )&H( &), W(#-., .)B- /4 8=
3, JEHCI&HE (1,0 5. () 1H&E # (HSH H( &, 8
(0 (1,B- O#& & #%*  &&- & 115 M (!, 1#&&( ( '#& '-! ) && - ( . (!, 1#&&. ) 1(8
", . o N(H&M  OH& & #% -+ #1, . ,"(18
Y- -t (0 (1 && B
A, MHC U&#E& ()5 )& ) . - (). ) #%-r 1#&&. )18 " )M, (1, (- 1#&{(H(
Y, #(8

Agentless Protection

Scan Caching

( "H( #*% )0- " SH#(3) )O'( o)) 3 #I& PEH(8 . &HH(. - (-3 - (# )
#(H&) (, )-U&#HE& -#(&, ! 1 , *&) 3'(-8
( ##(5

(3@ )HEO- ( HOK - ( L#3)H )H#(- (- 3 VE3)E )H(-(, &
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(H9 & 1, )O'( "#(1-* -1~ (-)(-+( &)( -##&, -
(H9 & 1,  &9# "H(* - ). ( ™&H# B - #
)4, &N-1.N)) 0, &&- (# #% )0'(. 3 &&IH(I&#E& . ) - (( )/, (&3

High Availability Environments

3 HL( ) .% 0(! ) 1, #" O#H& H#&HB = * H&HH-5'% -, (O#)( (. # - &#-" ) 3
W #(-. &&H#( *  I#3 8&& #"3*.0#)- /- ), ) 03 ), #( V- R, B I3 (1, 18"
0( ,5" 3/ c**, C5( I #3 #& &H( - H-.&& ) " )8 LH( M (OH)((  H('#-1 3
1H&& (-, . * [#3% ). H)(1H&& " #(#( L., ) 03), #E
- 5 X % )% M, )%(2 M 0+ &~ - &% .., (-1 0+ " (+ 1 %+
R L G I Y& ¢ %( 01 -l [ %& 1M, )4 (-l (.6
% D% &- B> () 4" % 4 "+ 46 (& <Y %2 - L %% - %
N L (> %> (+>" % > o+ (&&' (- 12 0'%% /(- 2-1 6 "% )%
U2/ % & Mt (3T % A - A+ (L & le [ % & 1M (+ ) &+
+ (&&" (. FEU1 S0, S S ol 4 06& 1M (" 4=+ I(- 61" "+ (&&' (+,
( ¢+ "% %" " VP& B % e )%(2-0 "% D% (- ( %(%,-(+
06  -( M+ (#6110 D% )2 (- ( %(%-(+ - (- /(- 2 6 (+ A1+
" & ( LY P % & ) "l E (L%-2(+ 0 + (&- (6
- 5 M- % & 1M (- 2 H& ' (- - 2 L° O4e L% B 2 4 -1
I+ %& 1" 0"%% (& )+ (- - 6 -l [ %& MR %2(-( $-(- ("% "4"-0"%%
& %2 )H(- - %, 2. M - T, S (- ) - (&) A1
IE"C - (0 0Tl "% % 6 (+&(+ M (+&-"(4, >/ -7, $>"-1 ) A 20+ %)E
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Creating an SSL Authentication Certificate

o I #3 (1, , . - ED93, -&9-#( L #SH. ), " N #H " (-~ =&#(-5 &35( --B 1
,)1--8 )10,5), - 1#.3 5 #SH . ( | *& W H#SH . ) - JHSH . I #3 < =8</"
CHSH - H(H( . ,* I#3 (1, 8=
( !¢ .50 CHSH - #%),. #.) " 8-, #(." ). ) % #3 (!, #-.&& #H)(# )3 ( "0
(&#-) C.) .C8" * [#3 (!,1#&& ."(/- .". ,#S# . 8
o 1 - &G *IKI, 4
E8 ) ). *  [#3 (!, #H-&&M(# .)3 <), " - ) M- #-H(5 1 1#&& I  #BCA<*'* %
$+< *& 1* < ( 41 & * C=(, . (1 )&, && # -(# 1+*
F8 )* 35#1+* ( '&K!-* [M&5(* '(*!+ )" (1 &8, . )&, # -(# 1+*
G8 ) )(* Y. BI)) )&EIH(&) H)(T A<** % I$+< *& 1* < ( 11 & R <1&
H8 /(. )&&J#( )" (1 "HUIHG& . -& -#I( L HSH . 7
C:\Program  Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -genkey -alias tomcat -

keyalg RSA -dname cn=dsmserver

18 ")-*-- 1), 7 &1,

-5 50" " (&&( & (-1 M1 - 2+ 0"%%6 (&, 4+ )1 & ()
P e e s (9 2( & (L "2 (1] 1)t Yokt £ & 6
J8 ", # (1 %3.), SH#& . I, M -, "y # .)38 3/ , &I #( - CHH#. .)C5) 1#&& ."
S#H1+* SHE I(, 4<% &+ & &< QI
K8 #1." (1 &!(, . ,#S#. [#(." )&&J#( )" (7

C:\Program Files\Trend Micro\Deep Security Manager\jre\bin>keytool -list -v

L8 /(" )&&LH( )" ( . )y, . %3), . )T

C:\Program  Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -certreq -keyalg RSA -
alias tomcat -file certrequest.csr

M8 (. ** )+, 5+*) 3), D) 8 (, L( 3) 1#&&. 1) S#H&-8 #- C #S#H . ,*&3C( . - ) #."
HSH . #.-&8

ED8 /(." )&&I#(! ) ( . Y#),. L H#H( G- % 3), 7
C:\Program Files\ Trend Micro\ Deep Security Managen\ jre\ bin>keytool -import -alias root -
trustcacerts -file cacert.crt -keystore "C:\Program Files\ Trend Micro\ Deep Security Manager\

jrellib\security\cacerts"

EE8 /(" )&&I#(' )" ( . YHR),. ' HSH #(3), % 3-.), 7

C:\Program Files\ Trend Micro\ Deep Security Managen jre\ bin>keytool -import -alias root -
trustcacerts -file cacert.crt

<33-.)1 (#('-!=
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EF8

EG8

EH8

EI8

EJ8

10 )&&IH( )" ( . YHY),. " HSH . *&3)3), % 3.), 7

C:\Program  Files\ Trend Micro\ Deep Security Managen\ jre\ bin>keytool
file certreply.txt

0 )8&IH( )" ( . YOHL." L HSH . "#H#3 )% 3), 7

C:\Program Files\Trend Micro\Deep Security Manager\jre\bin>keytool -list -v

Y 3. 8YB-), SH&) I, I, Y # )3 A< -%&+ & L I&+<  %I&I+
1 ore ( M1 & *<

(M) SHI, #)B ) H- SHEH()& , A<*'* % 1$4< *& I* < ( 11
&H o

keystoreFile=C\:\\\\Program Files\\\Trend Micro\\\Deep Security Manager\\\.keystore
port=4119

-import -alias

,* ) A< * ' *

Creating an SSL Authentication Certificate

tomcat -

% 1$+< *&

& * 8. 1#8&)%) (!

keystorePass=$1$85ef650a5¢c40bb0f914993ac1ad855f48216fd0664ed2544bbec6de80160b2f

installed=true
serviceName= Trend Micro Deep Security Manager

¥ Mre 1), H#H( O )&KH( - #(7
keystorePass=xxxx

1", C0000?#-." *-- 1), 3) -I**&# #(-. *S#

EKS 0 ( &)- ." S#&

ELS
EM8 )(.. ). * /#3 (!,1#"3 Y, )1-, (3 Y1#&&(# M. (1 HSH .

S 3 (1, - 08

#- -#(

33/, 8
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Protecting a Mobile Laptop

VO&H(! - - - *#(0)8 H(I-H(  * I#H3 )% ). . )H& &* )8 . 1#&&BID " )&&IH(-. *-7
E8  #( )™. ),
E8  #(\#(# O#/& )™
F8 , )#( #) 03*, #HOB)N(1 )%
G8 ),.#(1 ). SL ) #, ). HOH# )3
F8 , . (1 )&#3), #() 1-&*)*
E8 , #( ((#(. (1 )&# 3
F8 #(11 "#"#( ., -.))# )
G8 .#(. (1 )% (H#(.) &H#( )

HS #I#( # 1 &&/1&-<#(&I#(1-) 14" ) #)( 1, (= ( (&#( #, 1 && .. 1& )SH#I, #)
18 —##H( (I, 0M#H( /&-
I8 -#IH( ) (- #)( 18 -

K8 -—##( (. '\#3)#H )#0 I&-

G8 **& 3#('." )&#3)." )*.
HE ) ) #ORBIHI (1,

1#&&- M. 3 "0 & 3H-&& (1, ) ) L)y LTI #H( ) (o #3 1(-
SN 3, (1), %8 1#&&-) - . 1- . 1&+,$$ 8- &, )., 9 ( 1 &+ &, WIS $( ¢+
T+, "¢, 8 3" 00 ) )5 )& " #(-. && H)(#(-.] H)( Y e K ) )-8

Adding computers to the Manager

o). -) % I #3 (-, *+*1 37
E8  #( ). -H(# OH/&&B 3-* #3H(."H# ) (-
F8 #) 0#01)%. - 3-(#(." (1 )%
G8 )( #(. ) #, )). #HO# )3 (#)H#( &H#-.) ).
HB (40 ) 1, 0, ( #9H0 &#) ML - <0.)0, HC- A0 R 1, &0 1)
&*.)*-8=

Adding computers individually by specifying their IP addresses or hostnames

) (H(# O#/& )., 3-*#3#(#- ,  -),"-('5). )" %, R &H% | #(" . )&, 8

3 (), Lo ) M (L )M #( v&% . 2.) 28" [ %(-, * 1#4, &) &.-3) *#3 )&#3
1'#" #.148&&*€3.) " (1 )., #HSH-" YL, (. H(- . (I(# 0. 1 #* -( 8), () 15) B-&.
Ye# B="( 3)/ &#% 05" 1#4, 1#&&H#(." )*. , ( #0. " 1( 8"( (. HOH( "- )*&. 5. 1#4, 1#8&
WO 3)/ M () @ " % L% I#() 1<t L #& 1#() 1=1"#" & .-3) )S#HY, '( 3. 1(B- -.#(-8 %#*

S+ 1#() 1 ),( 18

Adding computers by scanning the network (Discovery)

Y 0%, 1+ &&I&, & Tt H#4
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Protecting a Mobile Laptop

E8 ).)." '%(, *+*18
F8 &# %I+ '. *BGHE." . )& ,. ) #*& 3." I+ '.* '%(-, *+ #&)8
G8 3 , () ~=3 )1 (L )-( ) ) -8 3) 153 ( (. "% L)) (8
H8 & . - %, $$ 1*+$. +, +&%+ ) #(-./. (', ) L)#&& 3,)&0 )-('- - #E )
#-)0,38
18 ) "0 . P#H( ) #)0, ). - ) )., L) 3 "0 8 ), ()15& 0 . ok
(-, *+,'* -(,)9) L(&H#-. "W -.. )C)¥. ,-C8
J8 #(&EB& , " %NS 1(*% (%, F &' M L (-, %+ "0 ) 28),. - ((#( S L"),
OO #) 0, ). -8=
K8 &#% 8" #8&)! ) 21#8&&-* , ( C#-)0,3 #(* ), --8881#&&* , #(." (!,B- -/ , .. ).) ) 3,
J)1-,8<" #)0,3% )~ ( (&& 3 &# %t(l." CC8=
(1 '#(. -58&80##&)*. - ) " (1) %#&0 ( . . ( (', 1#&& O # (#S#H .")- 1#"
*I#3 (- #(-.8& 8 - 1(-() 1( . ) #0.8
L8 #0. . (.- 3H"9&HWH(I( (. <), 1&#HE& -& . I(.=5 ( -&. C .#0.: #0. C,) M. L
(8 (-, H#0. 5.#, - J-&#l " 1#8& ./, (!, ((C (! <(&H#(=C 1#&& ** ,#(." -. .- )&/'(8
Importing Computers from a Microsoft Active Directory
VHL - #),. ) ( HOO#H )3, . et 3).", ). SH(" %(-, *+ %18
(%, (-, K% 1Y Lo 17
E8 &#%' ) 1( ,, )1 ( 2..)C 1C#(." '%(-, *+*1 N&, ( -&. o %1585 -, " o %1 1#4, 8
-5 20 H("3 ¢ (&) H& (1 7, -+, &2 )% 0(% +="+ (&
b (&3"(6 (R, (- 2( L)) (M +6
F8 3* " #0 # .)3-0, (5 (" ( -#H ) 3 #,. #, )3 - #.1#&&* , #(." (!, <#
Y<( B0 .)'. ",y #0 # .)3=5" ( ™. )" #H # .)3-0,5( S#H&, - 'M
(. (#&8 &#% 0,8
- 5 (+&,-" % 2(+ (&™'& 0" 12(+ ., +&"- I &% ! 1" % 6
G8 3 -&. ), - - '"5 1#4, 1#&&%3) ) *. - [#3 L #SH#H .8 ) ( O#1.  #HSH.
*, 30 #3 (1, 3NH( ) %I&MHF & J 1+,% &+ J ALl ( &HWHICHL ,H#SH .
#-.8884#(." /- \HSH . - 8 &# % 0,8
H8 " - )(*!) . [ A#A, % - ), -" L #&-8< 0. /&.0 &/ -=8 &# W&+ 8
18 " ( 2.*! 1#&& .&&B# ", 1, (3,)-8&#% 0,8
J8 SH(& ! 1#&& . 3) " 1& %), W&, &-3(", )#H4 (!,B- (-, *+ *1 1N " #HO
#, .)38 0)\#H(."# &, ), () 18 &#%'+ 8
LD < T B MR ¢ W L | O (-, *+ #(." ( O#l#H)(* (&8
Additional Active Directory Options
H U O&HWH(I(  HO #, . )3 -0, WHO- 3 )&KYH(I ) H)(- 0. O#& & ), ), #(,3 )*. , L) &#-. I(,

(-, *+8
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ES ) 0 # .)3
F8 3(" )#4 ) 1

Remove Directory

"(3 ), ) 0 # .)3,)." * L #3 (', 5¥" 0. )&&JH(FH(-T
% . P %1 & $E4-% 1&,  %(-, MTF-(+* % 4 ) 0-&&%. -)." #  .)38
% . L3 x & %(-, ¢, & %(-, * *( 1* x 14U #M), # )3 -d, #()
#(# &83),! (#4 , &, ). B0 &), &H#H%  1H" " HO #, .)3-0 ,8
% . o, %1318 %(-, * 3 -, K$,& !* * 14,) 0- &%) . #O # .)3-0 ,5# , - # .)3
A 5 (Y& - && ). SHC ) )L !

Synchronize Now

(", Y#A- " # .)3 -, # O I#3 (!, 1g"M  #HO # .)3 ,0 ,8 ', MR (L) e
*) - -$ +# 8=

Y1 1(- , #05" 3 ( (0 #, 1 &&J&- ( (), O(( /&-8&™IN " &&" H(H#O#/&- [#3 )$ .-
( I H(HOHI&®.) ( V(. SR O@( )L )N - 1#3 )$ .- #)  )&#3( ( -#( . )&#H3) ) )
y,  1(-8

(- 5 (+ ™ (+&-"C" ) "% (+ 1) Mol ) 4 2 + 2 %% - $-("-1&". + 6

Activating the Agents on Computers

(- () Cu40.C 3" (1, ) J&HH-( J&- ( -HI( )8 HOH( %) - #HE& - M 2
) I SHOH- L (G (O (N, 8 (o, - )@3MH ¢ @3 (L, () #-0 = ( -(
BB )¢ 8

- 5 o (- (& %%Z- (00t M %% -(B(+ - %4 #IMO " T &
MLt (- (%" %)6

) (&& 3 #0. (1() ). 5H98&H%) ))& . ) - (-&. r&+d 0,7 0., 8

Create a Policy for a Windows laptop

YL (-, #0. BHBH ) <#( 2 J&-)%). . )M B&M "3 ( -#( J&- #, &3.) ). 5
#B-Y), - &), . )&HIIH")(H-."- J&- (1 (- ) I&H#E& ). -8
, H( )&H#3BIHREOMO ' )&&IH( - *T

E8 , #( ((#(." (1 )&# 3

F8 .#(I1 "#UH(, -. ) )

G8 .HI. (1 )% (W(.) &H#( )

HE -#I(#( #, 1 && /& - <#(&I#(1-) 14" &) #)( 1, (=( (& .. 1& (- #)(
18 —#IH (J#)( . o(#)( [&-

I8 -HIH(! ( LH3)H )H( I&-

K8 -#I(#( ) (- #) 18 -
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L8 -#IH(."  )&#3)." )*.

Creating and naming the New Policy

). - (. (2 )&# 37

E8 ). ). '$Il+ - #)(5 &H#%)( )&H#-#(." ( OMLH(*(&)." & .. ). ). '$1+ *18

F8 &#% /[ #(." . )& ,. ) #*& 3. [ '$1 1#4,8

G8 '."(1 8#3C3 1 * ) )&H3C (-&. + HI1 )" &L, * '%A'(8&H#% 05

H8 " ( 2.*! % #3) 1)/& &#%) - . )&#3I)( ( 2#-#( ). B-1, ( )S#l, #B 3y 1, .)-&. +5
3) 1)/& % ) H%( 2#-#(1' (! YL, (0 1A, 1)& L% &8 )SHY, ) #(),#H( ) .
Y., (., . (1 )&#3- ) #8"#- (|- 1& #5), #(-.(5 3)/ " 0 S#H(9.U( " - [#3 )S#I, #)()
( 28-#0).  ,)0, *#) ) # ( 011#") , . Ye#t3 - ) #-) . 3 ( &3#.))", I #)(&& 3
#(# &)Y  -8)(0 15-&."' ( &#% 0,8

18 " &-.*1 )S#-". (1 &#3"- (, . 8 &." (& '$I1 1$+'&>F+ S #)(( &% $+ 8

Setting which interfaces to monitor

&, * +,"'%'&!, *4

E8 /-3 )-." (& '$I1 ,1$+'&>$+ S#H)G. (1 )&#3 #), 1#() 1# #*&38

F8 " &*)% ) 1"#" "# )&#3IH&E& -#( , + 1#0 1) (1), Y%, - <& &, ) H( ( 1# &-
YCHE (1 #( )0 - T#E3 )SHL () % #) M L1UH #(,  # #( -8 &H%E, *
L+ #H." (oA *(& ( -&. " $+ & ($1, +(K 1&* +)¥#HE (., (- ) #H., - (
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Assigning Integrity Monitoring Rules
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Monitor Activity Using the Deep Security Manager

The Dashboard
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Logs of Firewall and Intrusion Prevention Events
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