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*, ). ��.#)(8

�"� ���* ���/,#.3 �!�(. �)(.�#(- � � �$� 1 %'�-$� <)  � 3 �� �/&.=8� . &��-. )(� � �&�39�(��&�� �!�(. #- , �+/#, �� #( �( 3 ���* ���/,#.3
#(-.�&&�.#)( .) �#-.,#�/. � ���/,#.3 �(� �) .1 �, � �*��. �- .", )/! ")/. 3)/, ���* ���/,#.3 (�.1 ), %8� )/ ��( �(��&� '/&.#*&� � �&�3- �(� ), ! �(#4�
."�'�#(. )�"#�, �, �"#��&�!, )/*-�. )�'), ��� S#�#�(.&3��#-.,#�/. ���*��. �-�.", )/! ")/.�3 )/,�(�.1 ), %8

Deep Security Notifier

�"� ���* ���/,#.3 �).#S#�, #-� �#(�) 1 - � 3-. �' � , � 3 �**&#��.#)( ."�. �)''/(#��. �- ."� -.�. � ) ."� ���* ���/,#.3 �!�(. �(� ���* ���/,#.3
� �&�3 .) �&#�(. '��"#(�-8 �"� �).#S#�, �#-*&�3- *)*9/* /-�, ().#S#��.#)(- 1 "�( ."� ���* ���/,#.3 �!�(. ��!#(- � -��(5 ), �&)�%- '�& 1 �, � ),
����-- .) '�&#�#)/- 1 �� *�!�-8 �"� �).#S#�, �&-) *, ) 0#��- � �)(-)&� /.#&#.3."�. �&&)1 - ."� /-�, .) 0#�1 � 0�(.- �(� �)(S#!/, � 1 "�."�, *)*9/*-
�, ���#-*&� 3��8
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What's New in Deep Security 9.5

VMware vSphere 5.5 Support

; ���/,#.3� ),�(�.1 ), %�0#,./�&#4�.#)(��(���) .1 �, �9��S#(�����.����(. �,�1#."��� �

; �/**),.� ),�'#2 ��9')��&���*&) 3'�(.-�<�� ���(��0�"#�&�=

Smarter, Lightweight Agent

; 
#! ".1 �#! ".�#(-.�&&�,

; ��&��.# 0����*&) 3'�(.�) ��, ). ��.#)(��)�/&�-�. )��!�(.-���-���)(����/,#.3�� )&#�3�,�+/#, �'�(.-�, �-/&.-�#(�-'�&&�,��!�(.� )).*,#(.

; � /. )'�.#��-/**),.� ),�(�1�
#(/2�� �,(�&-

Trend Micro Control Manager Enhancements

; �), ����-"�)�, ��1#�!�.-�1#."��,#&&9�) 1(���*��#&#.3

; � /&&��0�(.-� ),��(.#9��& 1 �, ���(��� ���� �*/.�.#)(���,0#��

Linux Support

; ��1��#-.,#�/.#)(-7��&)/�
#(/25��, ��&���(�, ��%��&�

; �(9��'�(���(.#9��& 1 �, ��-��((#(!� ),��&&��#-.,#�/.#)(-

; � ��&9�#'���(.#9��& 1 �, �� ),�� ���	�.��(���/��

� (+ � %",-(� ,.))(+- �� ���) ���.+"- 2 ���-.+ � , � 2 ,(�- 0 �+� )%�-�(+&4 ,�� -!� �(�.&�'- -"-%�� ���$ ���(%�' , </9 � ($$#%'��
� ��'(% � &�"� � �' �#%!&6� (+ � %",-(� ,)��"I"� � "'.1 $�+'� %,,.))(+- �� �(+ ��� ! )%�-�(+&4,�� -!� �(�.&�'- -"-%�� ���$ ���(%�' ,
</9�� ($$#%'���� �"(+�� �%"�  &6

Improvements to Security and Software Update Management

; 
'*, ) 0���0#-#�#&#.3�#(.)����/,#.3��(���) .1 �, ���*��. ��-.�./-

; 
'*, ) 0�������--#�#&.3�. )��) .1 �, ���*��. �-

Multi-Tenant Improvements

; �#!(�#(��-���� �(�(.

; ���/,#.3��)��&��-�!��� �*),.

�(- �5
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Preparation



System Requirements

Deep Security Manager

; 
�%'*14 L��5�1 "#�"�#(�&/��-7
� H���"��*�'�'),3

� E8I�������) 0�, "���

� F���)*�, �.#(!�- 3-. �'�) 0�, "���

; �!+#��(�� �4 E8I���<I���, ��)''�(���=

; �(�* �,!&��� 1+,�%4
� �#(�) 1 -���,0 �,�FDEF�<JH9�#.=5�#(�) 1 -���,0 �,�FDEF��F�<JH9�#.=

� �#(�) 1 -���,0 �,�FDDL�<JH9�#.=5��#(�)1 -���,0 �,�FDDL��F�<JH9�#.=

� �#(�) 1 -�FDDG���,0�,���F�<JH9�#.=5��#(�) 1 -�FDDG���,0�,��F�<JH9�#.=

� � ���	�.�
#(/2�I:J�<JH9�#.=

; ��,���+�4
� �, ��&��EE!5��, ��&��EE!��2*, �--

� �, ��&��ED!5��, ��&��ED!��2*, �--

� �#�, )-) .���
���,0 �,�FDEH5��#�,)-) .���
���,0 �,�FDEH��2*, �--

� �#�, )-) .���
���,0 �,�FDEF5��#�, )-) .���
���,0 �,�FDEF��2*, �--

� �#�, )-) .���
���,0 �,�FDDL5��#�, )-) .���
���,0 �,�FDDL��2*, �--

� �#�, )-) .���
���,0 �,�FDDL��F5��#�, )-) .���
���,0 �,�FDDL��F��2*, �--

; � �� �* ' / +�*4 �#, � ) 2 FHO5
(. �,(�. �2*&), �, M825
(. �,(�. �2*&), �, ED825
(. �,(�. �2*&), �, EE825�", )'� GGO5�� �,# JO8<�))%#�-
�(��&��8=

� 
'&!, '*4 EDFH�2�KJL�,�-)&/.#)(��.�FIJ��)&),-�),�"#! "�,

Deep Security Agent

; 
�%'*1 4
� /!, ��&,!6
�$ / �* ��(* ', ��,!'&4 IEF��

� /!, '-,��&,!6
�$ / �* ��(* ', ��,!'&4 EFL��

; �!+#��(�� �4
� /!, ��&,!6
�$ / �* ��(* ', ��,!'&4 E��

� /!, '-,��&,!6
�$ / �* ��(* ', ��,!'&4 IDD��

� /!, �� �$� 1��-&�,!'&�$!,1��&��$��4 L��

; �!&�' / +4
� �#(�) 1 -���,0 �,�FDEF�<JH9�#.=5��#(�)1 -���,0 �,�FDEF��F�<JH9�#.=

� �#(�) 1 -�L8E�<GF9�#.��(��JH9�#.=

� �#(�) 1 -�L�<GF9�#.��(��JH9�#.=

� �#(�) 1 -�K�<GF9�#.��(��JH9�#.=

� �#(�) 1 -���,0 �,�FDDL�<GF9�#.��(��JH9�#.=5��#(�) 1 -���,0 �,�FDDL��F�<JH9�#.=
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� �#(�) 1 -��#-.��<GF9�#.��(��JH9�#.=

� �#(�) 1 -���,0 �,�FDDG���E�<GF9�#.��(��JH9�#.=�1#."�*�. �"�C�#(�) 1 -���,0 �,�FDDG����&��&����.1 ), %#(!����%C

� �#(�) 1 -���,0 �,�FDDG���F�<GF9�#.��(��JH9�#.=

� �#(�) 1 -���,0 �,�FDDG��F���F�<GF9�#.��(��JH9�#.=

� �#(�) 1 -����<GF9�#.��(��JH9�#.=

� �!, �� �$� 1��-&�,!'&�$!,1��&��$��4 �&&�JH9�#.��#(�) 1 -�0�,-#)(-���) 0�

; �!&-04
� � ���	�.�I�<GF9�#.��(��JH9�#.=

� � ���	�.�J�<GF9�#.��(��JH9�#.=

� �, ��&��
#(/2�I�<GF9�#.��(��JH9�#.=

� �, ��&��
#(/2�J�<GF9�#.��(��JH9�#.=

� ��(.���I�<GF9�#.��(��JH9�#.=

� ��(.���J�<GF9�#.��(��JH9�#.=

� �/���ED���G��(����H�<GF9�#.��(��JH9�#.=

� �/���EE���E5���F5��(����G�<GF9�#.��(��JH9�#.=

� �&)/�
#(/2�I�<GF9�#.��(��JH9�#.=

� �&)/�
#(/2�J�<GF9�#.��(��JH9�#.=

� �'�4)(�� ���	�.��(. �,*,#-��J���F�<GF9�#.��(��JH9�#.=

� �'�4)(��/���EE���F�<GF9�#.��(��JH9�#.=

� �'�4)(���/(./�EF���F�<GF9�#.��(��JH9�#.=

� �'�4)(���
�
#(/2���F�<GF9�#.��(��JH9�#.=

� ��/(./�ED8DH�
 ���<JH9�#.=

� ��/(./�EF8DH�
 ��<JH9�#.=

� ��/(./�EH8DH�
 ���<JH9�#.=

� �!, �� �$� 1��-&�,!'&�$!,1��&��$��4 �&&�JH9�#.�
#(/2�0�,-#)(-���) 0�

�!� � �'-�� �  �'- ,(�- 0 �+� ", "'� %.��� "' -!� � �� 	�- �  �'- ,(�- 0 �+� )�� $� �6� ( "',- �%%� ���) ���.+"- 2 �  �'- (' � �'-��4 .,� -!�
� ���	�-��  �'-�"',- �%%�+6

� (+ � %",-(� ,.))(+- �� ���) ���.+"- 2 ���-.+ � , � 2 ,(�- 0 �+� )%�-�(+&4 ,�� -!� �(�.&�'- -"-%�� ���$ ���(%�' , </9 � ($$#%'��
� ��'(% � &�"� � �' �#%!&6� (+ � %",-(� ,)��"I"� � "'.1 $�+'� %,,.))(+- �� �(+ ��� ! )%�-�(+&4,�� -!� �(�.&�'- -"-%�� ���$ ���(%�' ,
</9�� ($$#%'���� �"(+�� �%"�  &6

�(- �5

�(- �5
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What You Will Need (Basic Components)

Deep Security Software Packages

���(�� ��-*!,1�
�&���*4 �) 1(&)������)* 3�) �."�����*����/,#.3���(�!�,�#(-.�&&�*��% �!�� , )'�."��� , �(���#�, )��) 1(&)�����(. �,7

"..*7::�) 1(&)����(. �, 8.,�(�'#�, )8�)':

� ( &�'.�%%2 � ('I"+& -!�- 2(. )(,,� ,, � %� "-"&�-� / �+,"(' (� ��� ! "',- �%%)�� $� �4 .,� � !�,! � �%�.%�-(+ -( � �%�.%�-� -!� !�,!
/ �%.��(��- !���( 0'%(�����,(�- 0 �+���'��� (&)�+ ��"-�-(�- !��/ �%.��).�%",!���('�- !��� +�'��
"�+ (��( 0'%(���� �'- �+�� � ��,"- �6

���( � ��-*!,1 ���&,+4 �(�� ."� ���* ���/,#.3 ��(�!�, #- #(-.�&&��5/-� #. .) #'*),. ."� ���* ���/,#.3 �!�(. -) .1 �, � *��% �!�-  ), ."�
*&�. ),'�3 )/��, ��!)#(!�. )�*, ). ��. 8

� ' 2 ���) ���.+"- 2 "',- �%%�-"('4+� �+�%�,, (� 0 !�- !�+ "- ", )+( /"�"' �  �'- %�,, (+ �  �'- 7��,�� )+(- ��-"('4 +�*."+ � , �- %��,- ('�
� � %�27�'��%�� �  �'- -( �� "',- �%%��-( �( 0'%(�� �'� �",-+"�.- � ���.+"- 2 �'� �(�- 0 �+� �)��- � ,6� ' 2 FD7�"-�"'�( 0, (+ � "'.1
�  �'-�� �'�)+ ( /"���� � %�2��.'�-"('�%"- 2

� ' !%('*, , � ���( � ��-*!,1 ���&, +'�,/ �* � 5-�� 
"&' �  �"� '�� ���$ ���(%�' , � � �"' 2$�� � 6;3 �(� 
"&' �  �"� �"� � #">��(%�"� � � �  � ,0
�"�� ���� � �"' 2$�� ��7938

�."�, C-/**),.#(!C *��% �!�- <-/�" �- &#(/2%�,(�& -/**),. /*��. �-= �, � � 0�#&��&�  ), �) 1(&)�� �- 1 �&&5�/. ."�-� �, � #'*),. �� .) ���* ���/,#.3
�/. )'�.#��&& 3 �- , �+/#, �� # 3)/ "� 0� �&,��� 3 �) 1(&)���� ."� �!�(. -) .1 �, �8� ), #(-.,/�.#)(- )( #'*),.#(! �!�(. -) .1 �, �5-�� 
&+,�$$!&� , �
���(�� ��-*!,1����&, 8

License (Activation Codes)

� )/ 1#&&, �+/#, � ���* ���/,#.3 � �.#0�.#)( �)��-  ), ."� *, ). ��.#)( ')�/&�- �(� � -�*�, �. � � �.#0�.#)( �)��  ), �/&.#9� �(�(�3 # 3)/ #(.�(� .)
#'*&�'�(.�#. 8

<��1 �, ��
#��(-�-�1#&&��&-)����, �+/#, ��� ),���1 �, ���)'*)(�(.-8=

Administrator/Root

� )/�(����. )�"� 0��� �'#(#-., �. ),:� )).�*,# 0#&�!�-�)(�."���)'*/. �,-�)(�1 "#�"�3 )/�1#&&�#(-.�&&����*����/,#.3�-) .1 �, ���)'*)(�(.-8

SMTP Server

� )/�1#&&�(�����(������-�,0 �,�. )�-�(���&�,.��'�#&-8��"������/-�-�� ),.�FI�� 3��� �/&.� ),��)((��.#)(�. )�."���������,0 �, 8

Available Ports

�&�, �����(�� ��-*!,1�
�&���*�	'+,

� )/�'/-.�'�% ��-/, ��."�� )&&)1#(!�*),.-�)(�."��'��"#(��")-.#(!����*����/,#.3���(�!�,��, ��)*�(��(��().�, �-�,0 ��� ),�)."�,�*/,*)-�-7

; � '*, DAB@4�"� C"��,. ���.C *),. 5/-�� � 3 ���* ���/,#.3 �!�(.- �(� �**&#�(��- .) �)''/(#��. � 1#." ���* ���/,#.3 ��(�!�,
<�)(S#!/, ��&�=8

; � '*, DAAH4�-�� � 3 3)/, �, ) 1 -�, .) �)((��. .) ���* ���/,#.3 ��(�!�, 8�&-) /-��  ), �)''/(#��.#)(  , )' �� �# �(� , �+/�-.-  ),
���/,#.3��*��. �-�� 3�."���� � ��<�)(S#!/, ��&�=8

�(- �5

�(- �5
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; � '*,�AEBA4 �#9�#,��.#)(�&��, ��&����.���-��-�,0 �,�*),. 8

; � '*,+�ADCC��&��ADCD4�#9�#,��.#)(�&��#�, )-) .���
���,0 �,���.���-��*),.-8

; � '*,+�CGH3�FCF3��&��CBFG4�)((��.#)(�. )��(�
� �����,0 �,� ),�� �.#0���#, ��. ),3�#(. �!, �.#)(�<�)(S#!/, ��&�=8

; � '*,�BE4 �)''/(#��.#)(�. )����������,0 �,�. )�-�(���'�#&��&�,.-�<�)(S#!/, ��&�=8

; � '*,�EC4 � ),�����
))% /*8

; � '*,�EAD4 �#9�#,��.#)(�&��)''/(#��.#)(�1#."���� 3-&)!�-�,0 �,�<�)(S#!/, ��&�=8

; � '*,�DDC4�)''/(#��.#)(�1#."���1 �, ��0�&)/�5�0��(. �, 5�0�"#�&�:�� ����(�!�, 5��(���'�4)(�� ��8

� (+ &(+ � ��- �"%,��(.- !( 0 ��� ! (� -!� ,� )(+-, �+� .,�� � 2 ���) ���.+"- 24,�� � #%'&�&�� � , ���$ ���(%�' , "' -!� � �� �+�'� �
,��-"('�(��- !��('%"'��!� %)�(+�-!��� �&"'",-+ �- (+=,��."��6

�&�, �����(�� ��-*!,1����&,+3�� �$� 16�&��$������&,+3��&��� (($!�&� �+

� )/�'/-.�'�% ��-/, ��."�� )&&)1#(!�*),.-�)(��)'*/. �,-�,/((#(!�� �&�39�(��&����!�(.-��, ��)*�(��(��().�, �-�,0 ��� ),�)."�,�*/,*)-�-7

; � '*,�DABB4� �&�3�.)��!�(.:�**&#�(����)''/(#��.#)(8

; � '*,�DAAG4��(�!�,9. )9�!�(.��)''/(#��.#)(8

; � '*,�DABC4�-��� ),�#(. �,(�&��)''/(#��.#)(8��")/&��().����)*�(�. )�."��)/.-#��8

; � '*,�G@3�DDC4�)((��.#)(�. )�� , �(���#�, )��*��. ����,0 �,��(���'�,.��, ). ��.#)(���,0 �, 8

; � '*,�EAD4 �#9�#,��.#)(�&��)''/(#��.#)(�1#."���� 3-&)!�-�,0 �,�<�)(S#!/, ��&�=8

�"� ���* ���/,#.3 ��(�!�, �/. )'�.#��&& 3 #'*&�'�(.- -*��#S#� �#, �1 �&&� /&�- .) )*�( ."� , �+/#, �� �)''/(#��.#)( *),.- )( '��"#(�- ")-.#(!
���*����/,#.3�� �&�3-5��!�(.-��(���**&#�(��-8

Network Communication

�)''/(#��.#)( ��.1 ��( ���* ���/,#.3 ��(�!�, �(� ���* ���/,#.3 � �&�39�(��&�� �!�(.-5 �!�(.-: �**&#�(��- �(� " 3*�,0#-),- /-�- ���
")-.(�'�- � 3 �� �/&. 8
( ), ��,  ), ���* ���/,#.3 �!�(.: �**&#�(�� ��*&) 3'�(.- .) �� -/���-- /&5 3)/ '/-. �(-/, � ."�. ���" �)'*/. �, ��(
, �-)&0� ."� ")-.(�'� ) ."� ���* ���/,#.3 ��(�!�, �(� � � �&�39�(��&�� �!�(. 8�"#- '� 3 , �+/#, � ."�. ."� ���* ���/,#.3 ��(�!�, �(� � �&�39
�(��&����!�(.��)'*/. �,-�"� 0���������(.,3�),��(��(.,3�#(�."���!�(.:�**&#�(����)'*/. �,B-�")-.-�S#&�8

� (. 0"%%�� �,$ �� �(+ -!", !(,-'�&� �, )�+- (� -!� ���) ���.+"- 2 
�'� �+ "',- �%%�-"(')+(� ��.+ �6
� 2(. �( '(- !�/ � ���4 �'- �+ �'

�����+ � ,,��.+"' �- !��"',- �%%�-"('6

Reliable Time Stamps

�&&�)'*/. �,- )( 1 "#�" ���* ���/,#.3 �) .1 �, � #- ,/((#(! -")/&� �� -3(�", )(#4�� 1#." � , �&#��&� .#'� -)/, ��8 � ), � 2�'*&�5 , �!/&�, &3
�)''/(#��.#(!�1#."�����.1 ), %��#'���, ). )�)&�<���=�-�,0 �, 8

Performance Recommendations

��� ���$����(%�' ,�
�"�� �%�� �%�#%!�"� ��� ��'(% � &2$�� ��:;3 8

Deep Security Manager and Database Hardware
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�"� ��.���-� -")/&� �� #(-.�&&�� )( "�, � 1 �, � ."�. #- �+/�& .) ), ��.. �, ."�( ."� -*��#S#��.#)(- ) ."� ��-. ���* ���/,#.3 ��(�!�, ()��8 � ),
."� ��-. *�, ),'�(�� ."� ��.���-� -")/&� "� 0� L9EJ�� ) ��� �(�  �-. ����-- .) ."� &)��&), (�.1 ), %�..��"�� -. ), �!�8 �"�(� 0�, *)--#�&� �
��.���-����'#(#-., �. ),�-")/&������)(-/&. ���)(�."����-.��)(S#!/, �.#)(�) �."����.���-��-�,0 �,��(����'�#(. �(�(���*&�(�-")/&�����*/.�#(��  ��. 8

� ),�'), ��#( ),'�.#)(5�-�� ��' ���&����$ # ,!�"'�� #"&���% �'�#"& 2$�� ��5;3 8

Dedicated Servers

�"� ���* ���/,#.3 ��(�!�, �(� ."� ��.���-� ��( �� #(-.�&&�� )( ."� -�'� �)'*/. �, # 3)/, S#(�&��*&) 3'�(. #-(). � 2*��. �� .) � 2���� EDDD
�)'*/. �,- <,��& ), 0#,./�&=8
 3)/ ."#(% 3)/ '� 3 � 2���� EDDD�)'*/. �,-5 ."� ���* ���/,#.3 ��(�!�, �(� ."� ��.���-� -")/&� �� #(-.�&&��
)( ���#��. �� -�,0 �,-8 
. #- �&-) #'*),.�(. ."�. ."� ��.���-� �(� ."� ���* ���/,#.3 ��(�!�, �� �)9&)��. �� )( ."� -�'� (�.1 ), %1#." � E��

�� �)((��.#)( .) �(-/, � /("#(��, �� �)''/(#��.#)( ��.1 ��( ."� .1 )8�"� -�'� �**&#�- .) ���#.#)(�& ���* ���/,#.3 ��(�!�, �)��-8 � .1 )
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High Availability Environments
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� � �"+-.�% � ))%"�'� �
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Database Deployment Considerations

� � �, .) 3)/, ��.���-� *, ) 0#��,B- �)�/'�(.�.#)(  ), #(-.,/�.#)(- )( ��.���-� #(-.�&&�.#)( �(� ��*&) 3'�(. �/. %��* ."�  )&&)1#(!
�)(-#��, �.#)(-�#(�'#(�� ),�#(. �!, �.#)(�1#."����*����/,#.3 8

Version

���* ���/,#.3 , �+/#, �- �#�, )-) . ��
 ��,0 �, FDEF), FDDL5), �, ��&� ��.���-� EE! ), ED!  ), �(. �,*,#-� ��*&) 3'�(.-8 ���* ���/,#.3 ��(�!�,
�)'�- 1#." �( �'������ �*��"� ��, � 3 ��.���-� �/. ."#- #-)(&3 -/#.��&�  ), � 0�&/�.#)( */,*)-�-8 <�)/ ��((). /*!, ���  , )' �*��"� ��, � 3 .)
��
���,0 �,�),��, ��&����.���-�8=

Install before Deep Security

� )/ '/-. #(-.�&&."� ��.���-� -) .1 �, �5 �, ��. � � ��.���-� #(-.�(��  ), ���* ���/,#.3 <# 3)/, �, � (). /-#(! ."� �� �/&. #(-.�(��=5 �(� �, ��. � �
/-�,����)/(.� ),����*����/,#.3 ��� (+� 3)/�#(-.�&&����*����/,#.3���(�!�, 8

Location

�"� ��.���-� '/-. �� &)��. �� )( ."� -�'� (�.1 ), %�- ."� ���* ���/,#.3 ��(�!�, 1#." � �)((��.#)( -*��� ) E��: - ) 0�, 
�� 8<� ��
�)((��.#)(-��, ��().�, ��)''�(���8=

Dedicated Server

�"����.���-��-")/&�����#(-.�&&���)(���-�*�, �. �����#��. ���'��"#(�8

Microsoft SQL Server

; �(��&��C� �'). ��� ����)((��.#)(-C8�<��� "..*7::'-�(8'#�, )-) . 8�)':�(9/-:&#�, �,3:��MDMKEF<0P0-8MD=8�-*2=

; �"����.���-�����)/(.�/-���� 3�."�����*����/,#.3���(�!�,�'/-.�"� 0� ��=' /&�* ,#!".-8
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; ��&��.�."��C-#'*&� C�,��) 0�,3�')��&�*, )*�,.3� ),�3 )/,���.���-�8�<��� "..*7::. ��"(�. 8'#�, )-) . 8�)':�(9/-:&#�, �,3:'-ELMFKF8�-* 2=

Oracle Database

; �.�,.�."��C�, ��&��
#-. �(�,C�-�,0#����(��'�% ��-/, ��#.�����*.-�� ����)((��.#)(-8

; �"� ��.���-� ���)/(. /-�� � 3 ."� ���* ���/,#.3 ��(�!�, '/-. �� !, �(. �� ."� � ���� �� �(� ������ �� , )&�- �(� ��� � ��
�� ������ 5��� � ���� ���� �(� ��� � �����
���� -3-. �'�*,# 0#&�!�-8

; 
 /-#(! �/&.#9� �(�(�3 5."� ��.���-� ���)/(. /-�� � 3 ."� ���* ���/,#.3 ��(�!�, '/-. �� !, �(. �� ."� ��� � �� ���� 5�� �� ���� 5
�� �������� 5������������
�
�� �� �(� ����������� ��� -3-. �'�*,# 0#&�!�-8

Transport Protocol

�"��, ��)''�(����., �(-*),.�*, ). )�)&�#- � �� 8
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 ��,0 �, 5� *, )*�, &3 �/."�(.#��. �� �#�, )-) . �#(�) 1 - �)''/(#��.#)( �"�((�& '/-. �� � 0�#&��&�
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; �"����
���,0 �,�#-�)(�."��-�'��")-.��-����*����/,#.3���(�!�, 8

; �)."�")-.-��, ��'�'��,-�) �."��-�'���)'�#(8

; ��.,/-.�, �&�.#)(-"#*�� 2#-.-���.1 ��(�."��.1 )�")-.-8


 �()�-/�"��)''/(#��.#)(��"�((�&�#-�� 0�#&��&�5����*����/,#.3���(�!�,�1#&&�().������&��. )��)''/(#��. ��. )�."����
���,0 �,�) 0�,�(�'���*#*�-8

Connection Settings Used During Deep Security Manager Installation.

�/,#(! ."� ���* ���/,#.3 ��(�!�, #(-.�&&�.#)(53)/ 1#&&�� �-%��  ), ��.���-� �)((��.#)( ��.�#&-8 �(. �, ."� ��.���-� ")-.(�'� /(��,
C	)-.(�'� C��(��."��*, �9�, ��. �����.���-�� ),����*����/,#.3�/(��,�C��.���-����'� C8

�"� #(-.�&&�.#)( -/**),.- �)." ��
 �(� �#(�) 1 - � /."�(.#��.#)(8 �"�( /-#(! �#(�) 1 - � /."�(.#��.#)(5 �&#�%)( ."� C� � 0�(���C �/.. )( .)
�#-*&�3����#.#)(�&�)*.#)(-8��"��-�, ��(-").���) 0��-") 1 -��(�� 2�'*&�� ),��)((��.#(!�. )���(�'�����
�#(-.�(���/-#(!��#(�) 1 -�� /."�(.#��.#)(

Avoid special Characters for the database user name (Oracle)

�&.")/! " �, ��&� �&&)1 - -*��#�& �"�, ��. �,- 1 "�( �)(S#!/,#(! ."� ��.���-� /-�, )�$��. 5# ."� 3 �, � -/,, )/(��� � 3 +/). �-8 ���* ���/,#.3 �)�- ().
-/**),.�-*��#�&��"�, ��. �,-� ),�."����.���-��/-�, 8

Keep the database Name Short (SQL Server)


 /-#(! �/&.#9� �(�(�3 5%��*#(! ."� '�#( ��.���-� (�'� -"),. 1#&&'�% � #.��-#�, .) , ��� ."� ��.���-� (�'�- ) 3)/, � �(�(.-8 <#�8
 ."� '�#(
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���C5 ."� S#,-.� �(�(.B- ��.���-� (�'� 1#&&�� C��
���AEC5 ."� -��)(� � �(�(.B- ��.���-� (�'� 1#&&�� C��
���AFC5 �(� -)
)(8�=

Oracle RAC Support

���*����/,#.3�-/**),.-7

; �����
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#(/2��(. �,*,#-����,0 �,�I8L�1#."��, ��&���� ��EE!��F�<0EE8F8D8E8D=

� ))%2"' -!� ��� �.%- � "'.1 ��+ / �+ ���) ���.+"- 2 � (%"�2 -( -!� �+ �� %��� � '(�� , ,!(.%� '(- � �.,� �' 2 � (&&.'"� �-"(' ",,.� , 0"-!
�+ �� %�� .- (&�- �� � -(+� � 
�'� �&�'- :� �
; �'� � %.,-�+ ,�+ /"� � ,6	( 0 �/ �+ "� 2(. � 1)�+"�'� � ",,.� ,4-+2�.,- (&"3"' -!� �"+�0 �%%
,�--"' ,��� � (+�"' �- (�- !��)(+-�+ �*."+ �&�'-,�� (.'��"'��+ �� %���� ���(�.&�'- �-"('4�(+��",��%"' �- !���"+ �0 �%%��%-( �- !�+ 6

!--)599�(�,6(+ �� %�6�(&9� �9�AAGGB<@A9"',-�%%6AAB9�DAHFB9)(+-,6!-&?��������

High Availability

�"� ���* ���/,#.3 ��.���-� #- �)'*�.#�&� 1#." ��.���-�  �#&)0�, *, ). ��.#)( -) &)(! �- () �&.�, �.#)(- �, � '��� .) ."� ��.���-� -�"�'�8 � ),
� 2�'*&�5�-)'����.���-��, �*&#��.#)(�. ��"()&)!#�-������)&/'(-�. )�."����.���-��.��&�-��/,#(!�, �*&#��.#)(�1 "#�"���(�, �-/&.�#(��,#.#��&� �#&/,�-8
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Installation



Installing the Deep Security Manager

Before You Begin

Database

�� ), � 3)/ #(-.�&&���* ���/,#.3 ��(�!�, 53)/ '/-. #(-.�&&��.���-� -) .1 �, �5�, ��. � � ��.���-� �(� /-�, ���)/(.  ), ���* ���/,#.3 ��(�!�, .)
/-�8�� ),�#( ),'�.#)(�)(�#(-.�&&#(!�����.���-�5�-�� ��' ���&����$ # ,!�"'�� #"&���% �'�#"& 2$�� ��5;3 8

Co-Located Relay-enabled Agent

� ���* ���/,#.3 ��*&) 3'�(. , �+/#, �- �. &��-. )(� ���* ���/,#.3 � �&�3 <� ���* ���/,#.3 �!�(. 1#." � �&�3  /(�.#)(�&#.3 �(��&��=8 � �&�3-
�#-.,#�/. � �) .1 �, � �(� ���/,#.3 �*��. �- .) �!�(.- :�**&#�(��- 1 "#�" %��* 3)/, *, ). ��.#)( /* .) ��. �8 � , �(� �#�, ) , ��)''�(�- #(-.�&&#(!�
� �&�39�(��&����!�(.�)(�."��-�'���)'*/. �,��-�."�����*����/,#.3���(�!�,�. )�*, ). ��.�."��")-.��)'*/. �,��(��. )� /(�.#)(��-���&)��&�� �&�38
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*��% �!�5 (). $/-. ."� �), � �!�(. #(-.�&&�,=8
 #.�)�-( B.S#(� �( #(-.�&&*��% �!� &)��&&35#.1#&&�.. �'*. .) �)((��. .) ."� � , �(� �#�, ) �) 1(&)��
��(. �, ) 0�, ."� 
(. �,(�. �(� &)��. � �( �!�(. #(-.�&&*��% �!� ."�, �8 
 #.&)��. �- �( #(-.�&&*��% �!� #( �#."�, ) .")-� &)��.#)(-5 #.1#&&!#0� 3)/
."� )*.#)( .) #(-.�&&� �)9&)��. �� � �&�39�(��&�� �!�(. �/,#(! ."� #(-.�&&�.#)( ) ."� ���* ���/,#.3 ��(�!�, 8<
 �!�(. #(-.�&&*��% �!�- �, �  )/(�
#( �)." &)��.#)(-5 ."� &�.�-. ) ."� .1 ) 0�,-#)(- 1#&&�� -�&��. ��8= �"� �!�(. ��( �� /-�� .) *, ). ��. ."� ���* ���/,#.3 '�(�!�, ")-. '��"#(�5
") 1 � 0�, #.1#&&#(#.#�&&3 �� #(-.�&&�� 1#." )(&3 ."� � �&�3 ')�/&� �(��&��8 � ) �(��&� *, ). ��.#)( 3)/ 1#&&"� 0� .) �**& 3 �( �**, )*,#�. � ���/,#.3
� )&#�38


 () �!�(. #(-.�&&*��% �!� #-� 0�#&��&�5."� #(-.�&&�.#)( ) ."� ���* ���/,#.3 ��(�!�, 1#&&*, )���� 1#.")/. #.<�/. 3)/ 1#&&"� 0� .) #(-.�&&� � �&�39
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Proxy Server Information
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F8 �&�6�+�* �!� �&+� ��* ��%�&,4 
 3)/ �!, �� .) ."� .�,'- ) ."� &#��(-� �!, ��'�(. 5-�&��. 
 �� � �(, , � ,�*%+ '� , � $!��&+�
��* ��%�&, �(���&#�% �� 0,8

G8 ��+,!&�,!'&�� '$��*4 ��&��.�."��&)��.#)(�1 "�, ��3 )/�1 )/&��&#%�����*����/,#.3��!�(.�. )����#(-.�&&����(���&#�% �� 0,8

�(- �5
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H8 � ��� 1�,'�!&+,�$$�� *�&��
!�* '����(�� ��-*!,1����&,4 �&#�%
&+,�$$.)�*, )�����1#."�."��#(-.�&&�.#)(8

I8 � '%($�, ��4 1 "�(�."��#(-.�&&�.#)(�"�-��)'*&�. ���-/���-- /&& 35��&#�%�!&!+ 8

�"�����*����/,#.3��!�(.�#-�() 1�#(-.�&&����(��,/((#(!�)(�."#-��)'*/. �, 5��(��1#&&�-.�,.�� 0�,3�.#'��."��'��"#(���)).-8

�.+"' �' "',- �%%4'�- 0 (+$ "'- �+��� � , 0"%%�� ,.,)�'��� �(+ � ��0 ,�� ('�, ��� (+� ��"' +� ,- (+��6 
� 2(. �+� .,"' �	�� 4� '�0
+�*.� ,-�0"%%���� �'�+ �- ��4�)(- �'-"�%%2�+� ,.%-"' �"'���'�0�
�����+ � ,,�� (+�-!��+ � ,- (+���� (''��-"('6


',- �%%"' -!� ���) ���.+"- 2 �  �'- ( / �+ �"'�( 0, � �&(- � �� ,$-() ", �� � +�� (&&�'��� ��� �.,� (� -!� -�&)(+ �+2 %(,, (�
� (''��-"/"- 2 �.+"' -!� "',- �%%)+(� � ,,6 	( 0 �/ �+4.,"' -!� �(%%(0"' � (&&�'� %"'� ,0"- � ! 0 !�' ,- �+-"' � �&(- � �� ,$-() 0"%%
�%%(0 -!� "',- �%%)+( + �& -( � ('-"'.� (' -!� ,�+ / �+ ��- �+ -!� � (''��-"(' ", %(,-6�' �"'�( 0, ��+ / �+ B@@G(+ �"'�( 0, �",- � ��A
�'��%�- �+�(+��"'�( 0,������C��'��%�- �+4�.,�5

mstsc.exe /admin

�'���+ %"�+�/�+,"(',�(���"'�( 0,4�.,�5

mstsc.exe /console

�(- �5

�(- �5

Deep Security 9.5 Installation Guide (Basic Components) Installing the Deep Security Agent

29



Installing the Red Hat, SuSE, or Oracle Linux Agent

�!� �(%%(0"' "',-+.�-"(', �))%2 -( � �� 	�- 4� .��4 �'� �+ �� %�� "'.16 � ( "',- �%%(' � .�� (+ �+ �� %�� "'.14 ,.�,-"-.- � -!� � .�� (+
�+ �� %���"'.1���
�'�&��"'�)%�� ��(��� ���	�- 6

� (.�&.,-����%(  ���('��,�>+ ((->�- (�"',- �%%�-!���  �'- 6��%-�+'�-"/ � %24�2(.�� �'�.,��>,.�(>6

E8 �)* 3�."��#(-.�&&�.#)(�S#&��.)�."��.�, !�.�'��"#(�8

F8 �-��C,*'�9#C�. )�#(-.�&&�."���-A�!�(.�*��% �!�7

# rpm -i <package name>

Preparing... ########################################## [100%]

1:ds_agent ########################################## [100%]

Loading ds_filter_im module version ELx.x [ OK ]

Starting ds_agent: [ OK ]

<�-��C,*'�9�C�. )�/*!, ���� , )'���*, � 0#)/-�#(-.�&&8��"#-��**, )��"�1#&&�*, �-�,0 ��3 )/,�*, )S#&��-�..#(!-=

G8 �"�����*����/,#.3��!�(.�1#&&�-.�,.��/. )'�.#��&& 3�/*)(�#(-.�&&�.#)(8

Installing the Ubuntu Agent

� )�#(-.�&&�)(���/(./5��)* 3�."��#(-.�&&�.#)(�S#&��.)�."��.�, !�.�'��"#(���(��/-��."�� )&&)1#(!��)''�(�7

sudo dpkg -i <driver_deb_pkg>

1 "�, � <driver_deb_pkg> #-�."�����#�(�*��% �!��1#."�."���,# 0�,�."�.�1 �-��/#&.��(��*&�����#(�."��Q��R:-, �:�-�:�!�(.:���:��#, ��. ),3 8

Starting, stopping and resetting the Agent on Linux:

Command-line options:

� )�-.�,.�."���!�(.7

/etc/init.d/ds_agent start

� )�-. )*�."���!�(.7

/etc/init.d/ds_agent stop

/etc/init.d/ds_filter stop

� )�, �-�.�."���!�(.7

/etc/init.d/ds_agent reset

� )�, �-.�,.�."���!�(.7

/etc/init.d/ds_agent restart

Using Deployment Scripts to Install Agents

� ��#(! � �)'*/. �, .) 3)/, &#-.) *, ). ��. �� , �-)/, ��- #( ���* ���/,#.3 �(� #'*&�'�(.#(! *, ). ��.#)( #-� '/&.#9-. �* *, )��--8 �)-. ) ."�-� -. �*-
��( �� *�, ),'�� &)��&&3  , )' ."� �)''�(� &#(�)( ."� �)'*/. �, �(� ��( ."�, � ), � �� -�,#*. ��8 �"� ���* ���/,#.3 ��(�!�,B- ��*&) 3'�(.
��,#*.�!�(�, �. ),���(��������--��� , )'�."����(�!�,B-�	�&*�'�(/8

�(- �5
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� '���&�* �, ������($' 1%�&,�+�*!(,4

E8 �.�,. ."� ��*&) 3'�(. ��,#*. !�(�, �. ), � 3 �&#�%#(!��($' 1%�&, � �*!(,+555 , )' ."� ���* ���/,#.3 ��(�!�,B- 	�&* '�(/ <�. ."� .)*
,#!".�) �."�����*����/,#.3���(�!�,�1#(�) 1=8

F8 ��&��.�."��*&�. ),'�. )�1 "#�"�3 )/��, ����*&) 3#(!�."��-) .1 �, �8

�%�-�(+&, %",-�� "' -!� �+()7�( 0' &�'. 0"%%� (++� ,)('� -( -!� ,(�- 0 �+� -!�- 2(. !�/ � "&)(+- �� "'- ( -!� ���) ���.+"- 2

�'� �+6

G8 ��&��. � �,! . �, � , � ���&, � -, '%�,!��$$ 18<�*.#)(�&5 �/. �!�(.- '/-. �� ��.# 0�. �� � 3 ."� ���* ���/,#.3 ��(�!�, �� ), � �
*, ). ��.#)(�� )&#�3���(����#'*&�'�(. ��8=

H8 ��&��.�."��� )&#�3�3)/�1#-"�. )�#'*&�'�(.�)(�."���)'*/. �,�<)*.#)(�&=

I8 ��&��.�."���)'*/. �,��, )/*�<)*.#)(�&=

J8 ��&��.�."��� �&�3��, )/*

�- 3)/ '�% � ."� ��) 0� -�&��.#)(-5 ."� ��*&) 3'�(. ��,#*. ��(�, �. ), 1#&&!�(�, �. � � -�,#*. 1 "#�" 3)/ ��( #'*),. #(.) 3)/, ��*&) 3'�(. .))& ) 
�")#��8

�!� ��)%( 2&�'- ��+")- ��'�+ �- (+ � �' �%,( �� ,- �+- �� �+(& -!� &�'. ��+ (' -!� � �!�"�&'% �'�#" = �$��' � &= �#�' * �%� = �#� � 
)� �6

�!� ��)%( 2&�'- ,�+")-,  �'�+ �- �� � 2 ���) ���.+"- 2 
�'� �+ �(+ �"'�( 0, �  �'-, &.,- �� +.' "' �"'�( 0, � ( 0 �+,!� %%/ �+,"(' B6@
(+�%�-�+6��(.�&.,-�+.'�� ( 0 �+,!� %%��,��'���&"'",-+ �- (+��'��2 (.�&�2�!�/ ��- (�+.'�- !��� (%%(0"' �� (&&�'��- (������%��- (�+.'�,�+")-,5

Set-ExcecutionPolicy RemoteSigned

�' 0"'�( 0, &�� !"'� ,4-!� ��)%( 2&�'- ,�+")- 0"%%.,� -!� ,�&� )+( 12,�--"' , �, -!� %(��%()�+ �-"' ,2,- �&6 
� -!� %(��%()�+ �-"' 
,2,- �& ", � ('I" .+ �� -( .,� � )+( 12�'� -!� ���) ���.+"- 2 
�'� �+ ", �� � � ,,"�%� ('%2-!+(. ! � �"+��- � (''��-"('4 -!� ��)%( 2&�'-
,�+")-�0"%%���"%6

Iptables on Linux


*.��&�-�)(�&#(/2��, ��-/**),. ����(��, �'�#(-��(��&���1#."�M8I�)(& 38�
 �3)/�"� 0���(�)&��,��!�(.�3 )/�'/-.�*, )������-���-�,#������&) 17

� )�,/(�."�����*����/,#.3��!�(.�1#.")/.��  ��.#(!�#*.��&�-5��, ��. ��."�� )&&)1#(!��'*.3�S#&�7

/etc/use_dsa_with_iptables


 �."�����*����/,#.3��!�(.���. ��.-�."��*, �-�(���) �."��S#&�5�#*.��&�-�1#&&�().�����  ��. ���1 "�(�."� ds_filter -�,0#���-.�,.-8

�(- �5

�(- �5

�(- �5
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� ), �-���AA 5�)(�."��.�, !�.�'��"#(���� ), ����!#((#(!�."��#(-.�&&�.#)(�*, )���/, �7

#(7

/etc/init.d/jexec

� . �,

# Required-Start: $local_fs

����."��&#(�7

# Required-Stop:

Activating the Agent

�"���!�(.�'/-.������.# 0�. ��� , )'�."�����*����/,#.3���(�!�,��� ), ��#.���(�����)(S#!/, ���. )���.��-���� �&�3�),�. )�*, ). ��.�."��")-.��)'*/. �, 8

� '���,! . �, ��, ��&� / $1�!&+,�$$������&,4

E8 
(�."�����*����/,#.3���(�!�, 5�!)�.)�."���)'*/. �,-�*�!���(���&#�% �� /�J��� /�� '%(-, �* 555.)��#-*&� 3�."� �� /�� '%(-, �*��!2�* � 8

F8 �(. �, ."� ")-.(�'� ), 
� ���, �-- ) ."� �)'*/. �, 8
 3)/ 1 �(. .) /-� ."� �!�(. .) *, ) 0#�� *, ). ��.#)(  ), ."� ")-. �)'*/. �, �- 1 �&&
�-� /(�.#)(��-���� �&�35�-�&��.������*����/,#.3�� )&#�3� ,)'�."� � '$!�1 '�(/8��."�,1#-��&�� 0� � '$!�1 -�.�. )�C�)(� C8

G8 �"��1#4�, ��1#&&��)(S#,'�."�.�#.�1#&&���.#0�. ��."���!�(.�)(�."���)'*/. �,��(���**& 3������/,#.3�� )&#�3�<# �)(��1�-�-�&��. ��=8

H8 �(�."��S#(�&�-�, ��(5���9-�&��.�C�*�(��)'*/. �,���.�#&-�)(�B�&)-� BC��(���&#�%�$'+� 8
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I8 �"� �!�(. #-() 1 ��.# 0�. ��8 
( ."� ���* ���/,#.3 ��(�!�, 5!) .) ."� � '%(-, �*+ -�, ��( �(� �"��% ."� �)'*/. �,B- -.�./-8 
. -")/&�
�#-*&�3�C��(�!���<�(&#(�=C8

Enabling Relay Functionality

�( 3 ��.# 0�. �� JH9�#.�#(�) 1 - ), 
#(/2 �!�(. ��( �� �)(S#!/, �� .) ��. �- � � �&�35�) 1(&)��#(! �(� �#-.,#�/.#(! ���/,#.3 �(� �) .1 �, � �*��. �-8

�'� ���'��%���('��'��  �'- 4��� %�2��.'�-"('�%"- 2���''(-�����",��%��6

� '��&��$��� �$� 1��-&�,!'&�$!,14

E8 
( ."� ���* ���/,#.3 ��(�!�, 5!) .) ."� � '%(-, �*+ *�!�5 �)/�&�9�&#�% ."� �)'*/. �, 1#." ."� (�1 &39��.#0�. �� �!�(. .) �#-*&�3 #.-
��,�!$+ ��#. ),�1#(�) 1 8

F8 
( ."� �)'*/. �, ��#. ), 5!) .) ."� �. �*.!� / J � �,!'&+ J � '�,/ �* � �, �� �(� �&#�%�&��$� � �$� 18�&#�%�$'+� �&)-� ."� ��#. ), 1#(�) 1 8

G8 
( ."� ���* ���/,#.3 ��(�!�, )( ."� �)'*/. �,- *�!�5 ."� �)'*/. �,B- #�)( 1#&&�"�(!�  , )' ), �#(�,3 �)'*/. �, < =.) �)'*/. �,

1#." � �&�39�(��&�� �!�(. < =8�&#�%."� �* � .!� / #�)( .) �#-*&�3 ."� �, � 0#�1 � �(� 1 "�, � 3)/ ��( -�� ."� (/'��, ) �*��. �
�)'*)(�(.-�."��� �&�3��)�/&��#-�, ��� 3�.)��#-.,#�/. �8

�(- �5
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Installing and Configuring a Relay-enabled Agent

�"� ���* ���/,#.3 � �&�3 #- � ���* ���/,#.3 �!�(. 1#." � �&�3  /(�.#)(�&#.3 �(��&��8 � �&�3- �) 1(&)�� �(� �#-.,#�/. � ���/,#.3 �(� �) .1 �, �
�*��. �-�. )�3)/,����*����/,#.3��!�(.- �(���**&#�(��- 8��)/�'/-.�"� 0���.�&��-.�)(�����*����/,#.3�� �&�3�.)�%��*�3 )/,�*, ). ��.#)(�/*�. )���. �8

Install and Activate a Deep Security Agent


 3)/ �) (). �&,��� 3 "� 0� �( �!�(. #(-.�&&�� )( � �)'*/. �, 5�) -) � 3  )&&)1#(! ."� #(-.,/�.#)(- #( 
"&' �  �"� '�� ���$ ���(%�' , � � �"' 2$�� �
6;3 8��)/�-%#*��"����. )�."��-��.#)(�)(�C��(/�&�
(-.�&&�.#)( C8

�(���."���!�(.�#-�#(-.�&&��5�3 )/�(����. )�� �.#0�. ��#.8

� '�� �,! . �, ��, �����&, 3

E8 
(�."�����*����/,#.3���(�!�, 5�!)�.)�."���)'*/. �,-�*�!�8

F8 
(�."��'�(/���, 5��&#�%�� /�J��� /�� '%(-, �* 555.)��#-*&� 3�."� �� /�� '%(-, �* �#4�, �8

G8 � ), 	'+,&�%� 5��(. �,�."��")-.(�'��),�
�����, �--�) �."���)'*/. �,�)(�1 "#�"�3 )/�$/-.�#(-.�&&���."���!�(. 8

H8 � ), � '$!�1 5�-�&��.���� )&#�3���-���)(�."��)*�, �.#(!�- 3-. �'�) �3 )/,��)'*/. �, 8

I8 � ), �' /&$'���� ��-*!,1��(��, �+�� *'% 5�&��0��."���� �/&.�-�..#(!�<�� �/&.�� �&�3��, )/*=8

J8 �&#�%�!&!+ 8����*����/,#.3���(�!�,�1#&&�#'*),.�."���)'*/. �,�. )�#.-��)'*/. �,-�*�!���(����.# 0�. ��."���!�(. 8

Enable Relay Functionality on a Deep Security Agent

� '��&��$��� �$� 1��-&�,!'&�$!,1�'&��&�!&+,�$$������(�� ��-*!,1����&,4

E8 �"� � ��#(! � (�1 �)'*/. �, �(� ��.# 0�.#)( *, )��-- -")/&� "� 0� S#(#-"�� � 3 )*�(#(! ."� �)'*/. �,B- � �!, '* 1#(�) 1 8
 #."�-( B.5
 )&&)1�-. �*�.1 )�<��&) 1=�.)�)*�(�."��1#(�) 1 8

F8 
( ."� ���* ���/,#.3 ��(�!�, 5!) .) ."� � '%(-, �*+ -�, ��(5 S#(� ."� �!�(. )( 1 "#�" 3)/ 1 �(. .) �(��&� � �&�3  /(�.#)(�&#.3 �(�
�)/�&�9�&#�%�#.�.)�)*�(�#.- � '%(-, �*�� �!, '* 1#(�) 1 8

G8 
(�."� � '%(-, �*�� �!, '* 1#(�) 1 5�!)�.) �. �*.!� /�J�� �,!'&+�J�� '�,/ �* � �(���&#�% �&��$��� �$� 18


� 2(. �( '(- ,�� -!� �"�� � � �  � , �.-- ('4  ( -( � �!�"�&'% �'�#" = �$��' � &= �#�' * �%� = �#� � -( � !�� $ 0 !�- !�+ -!�
� (++� ,)('�"' �)�� $� ��!�,����'�"&)(+- ��6�� %,(��',.+ ��- !�-�- !��� (&).- �+�+.''"' ���FD7�"-�/ �+,"('�(��- !���  �'- 6

���*����/,#.3���(�!�,�1#&&�#(-.�&&�."��*&/!9#(-�, �+/#, ���� 3�."��� �&�3��)�/&�5��(��."���!�(.�1#&&���!#(�. )� /(�.#)(��-������*����/,#.3�� �&�38


� 2(. �+� +.''"' �"'�( 0, �"+�0 �%%(+ ")- ��%� ,42(. �%,( '��� -( ��� � �"+�0 �%%� .%�-!�- �%%(0, � ��9 
� -+��I"� (' )(+- DABB('
-!��� � %�26

� � %�2,�+� (+ �'"3 �� "'- ( � �  � , �%#($&6��0 � � %�2,�+� �.- (&�-"� �%%2�,," '�� -( -!� ����( ' � �  � , �%#($ 6�!� ��� �.%- � � %�2
�+ (.) ", � ('I" .+ �� -( +�-+"�/ � ���.+"- 2 �'� �(�- 0 �+� �)��- � , �+(& -!� �+"&�+ 2 ���.+"- 2 �)��- � �(.+ � � ��I"'�� "' -!� ���)
���.+"- 2 
�'� �+ (' -!� � �!�"�&'% �'�#" = � , &'�! ��''�"�& = �$��' � &-��6 :�!� �+"&�+ 2 �)��- � �(.+ � � � 2 ��� �.%- ", � +�'�

"�+ (=,��)��- ����+ / �+,4��.-�- !",�� ('I" .+ ��%�6;
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Database Deployment Considerations

� � �, .) 3)/, ��.���-� *, ) 0#��,B- �)�/'�(.�.#)(  ), #(-.,/�.#)(- )( ��.���-� #(-.�&&�.#)( �(� ��*&) 3'�(. �/. %��* ."�  )&&)1#(!
�)(-#��, �.#)(-�#(�'#(�� ),�#(. �!, �.#)(�1#."����*����/,#.3 8

Version

���* ���/,#.3 , �+/#, �- �#�, )-) . ��
 ��,0 �, FDEF), FDDL5), �, ��&� ��.���-� EE! ), ED!  ), �(. �,*,#-� ��*&) 3'�(.-8 ���* ���/,#.3 ��(�!�,
�)'�- 1#." �( �'������ �*��"� ��, � 3 ��.���-� �/. ."#- #-)(&3 -/#.��&�  ), � 0�&/�.#)( */,*)-�-8 <�)/ ��((). /*!, ���  , )' �*��"� ��, � 3 .)
��
���,0 �,�),��, ��&����.���-�8=

Install before Deep Security

� )/ '/-. #(-.�&&."� ��.���-� -) .1 �, �5 �, ��. � � ��.���-� #(-.�(��  ), ���* ���/,#.3 <# 3)/, �, � (). /-#(! ."� �� �/&. #(-.�(��=5 �(� �, ��. � �
/-�,����)/(.� ),����*����/,#.3 ��� (+� 3)/�#(-.�&&����*����/,#.3���(�!�, 8

Location

�"� ��.���-� '/-. �� &)��. �� )( ."� -�'� (�.1 ), %�- ."� ���* ���/,#.3 ��(�!�, 1#." � �)((��.#)( -*��� ) E��: - ) 0�, 
�� 8<� ��
�)((��.#)(-��, ��().�, ��)''�(���8=

Dedicated Server

�"����.���-��-")/&�����#(-.�&&���)(���-�*�, �. �����#��. ���'��"#(�8

Microsoft SQL Server

; �(��&��C� �'). ��� ����)((��.#)(-C8�<��� "..*7::'-�(8'#�, )-) . 8�)':�(9/-:&#�, �,3:��MDMKEF<0P0-8MD=8�-*2=

; �"����.���-�����)/(.�/-���� 3�."�����*����/,#.3���(�!�,�'/-.�"� 0� ��=' /&�* ,#!".-8

; 
 �/-#(!��/&.#9� �(�(�3 5�."����.���-�����)/(.�/-���� 3�."�����*����/,#.3���(�!�,�'/-.�"� 0� ���* ��, '* ,#!".-8

; ��&��.�."��C-#'*&� C�,��) 0�,3�')��&�*, )*�,.3� ),�3 )/,���.���-�8�<��� "..*7::. ��"(�. 8'#�, )-) . 8�)':�(9/-:&#�, �,3:'-ELMFKF8�-* 2=

Oracle Database

; �.�,.�."��C�, ��&��
#-. �(�,C�-�,0#����(��'�% ��-/, ��#.�����*.-�� ����)((��.#)(-8

; �"� ��.���-� ���)/(. /-�� � 3 ."� ���* ���/,#.3 ��(�!�, '/-. �� !, �(. �� ."� � ���� �� �(� ������ �� , )&�- �(� ��� � ��
�� ������ 5��� � ���� ���� �(� ��� � �����
���� -3-. �'�*,# 0#&�!�-8

; 
 /-#(! �/&.#9� �(�(�3 5."� ��.���-� ���)/(. /-�� � 3 ."� ���* ���/,#.3 ��(�!�, '/-. �� !, �(. �� ."� ��� � �� ���� 5�� �� ���� 5
�� �������� 5������������
�
�� �� �(� ����������� ��� -3-. �'�*,# 0#&�!�-8

Transport Protocol

�"��, ��)''�(����., �(-*),.�*, ). )�)&�#- � �� 8


 /-#(! ��%�� �!(�+ .) �)((��. .) � ��
 ��,0 �, 5� *, )*�, &3 �/."�(.#��. �� �#�, )-) . �#(�) 1 - �)''/(#��.#)( �"�((�& '/-. �� � 0�#&��&�
��.1 ��(����*����/,#.3���(�!�,�")-.��(��."����
���,0 �,�")-. 8��"#-�'� 3��&,��� 3�� 2#-.�# 7
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; �"����
���,0 �,�#-�)(�."��-�'��")-.��-����*����/,#.3���(�!�, 8

; �)."�")-.-��, ��'�'��,-�) �."��-�'���)'�#(8

; ��.,/-.�, �&�.#)(-"#*�� 2#-.-���.1 ��(�."��.1 )�")-.-8


 �()�-/�"��)''/(#��.#)(��"�((�&�#-�� 0�#&��&�5����*����/,#.3���(�!�,�1#&&�().������&��. )��)''/(#��. ��. )�."����
���,0 �,�) 0�,�(�'���*#*�-8

Connection Settings Used During Deep Security Manager Installation.

�/,#(! ."� ���* ���/,#.3 ��(�!�, #(-.�&&�.#)(53)/ 1#&&�� �-%��  ), ��.���-� �)((��.#)( ��.�#&-8 �(. �, ."� ��.���-� ")-.(�'� /(��,
C	)-.(�'� C��(��."��*, �9�, ��. �����.���-�� ),����*����/,#.3�/(��,�C��.���-����'� C8

�"� #(-.�&&�.#)( -/**),.- �)." ��
 �(� �#(�) 1 - � /."�(.#��.#)(8 �"�( /-#(! �#(�) 1 - � /."�(.#��.#)(5 �&#�%)( ."� C� � 0�(���C �/.. )( .)
�#-*&�3����#.#)(�&�)*.#)(-8��"��-�, ��(-").���) 0��-") 1 -��(�� 2�'*&�� ),��)((��.#(!�. )���(�'�����
�#(-.�(���/-#(!��#(�) 1 -�� /."�(.#��.#)(

Avoid special Characters for the database user name (Oracle)

�&.")/! " �, ��&� �&&)1 - -*��#�& �"�, ��. �,- 1 "�( �)(S#!/,#(! ."� ��.���-� /-�, )�$��. 5# ."� 3 �, � -/,, )/(��� � 3 +/). �-8 ���* ���/,#.3 �)�- ().
-/**),.�-*��#�&��"�, ��. �,-� ),�."����.���-��/-�, 8

Keep the database Name Short (SQL Server)


 /-#(! �/&.#9� �(�(�3 5%��*#(! ."� '�#( ��.���-� (�'� -"),. 1#&&'�% � #.��-#�, .) , ��� ."� ��.���-� (�'�- ) 3)/, � �(�(.-8 <#�8
 ."� '�#(
��.���-� #-C��
���C5 ."� S#,-.� �(�(.B- ��.���-� (�'� 1#&&�� C��
���AEC5 ."� -��)(� � �(�(.B- ��.���-� (�'� 1#&&�� C��
���AFC5 �(� -)
)(8�=

Oracle RAC Support

���*����/,#.3�-/**),.-7

; �����
#(/2��(. �,*,#-����,0 �,�EE���E�1#."��, ��&���� ��EE!��F�<0EE8F8D8E8D=

; � ���	�.�
#(/2��(. �,*,#-����,0 �,�I8L�1#."��, ��&���� ��EE!��F�<0EE8F8D8E8D=

� ))%2"' -!� ��� �.%- � "'.1 ��+ / �+ ���) ���.+"- 2 � (%"�2 -( -!� �+ �� %��� � '(�� , ,!(.%� '(- � �.,� �' 2 � (&&.'"� �-"(' ",,.� , 0"-!
�+ �� %�� .- (&�- �� � -(+� � 
�'� �&�'- :� �
; �'� � %.,-�+ ,�+ /"� � ,6	( 0 �/ �+ "� 2(. � 1)�+"�'� � ",,.� ,4-+2�.,- (&"3"' -!� �"+�0 �%%
,�--"' ,��� � (+�"' �- (�- !��)(+-�+ �*."+ �&�'-,�� (.'��"'��+ �� %���� ���(�.&�'- �-"('4�(+��",��%"' �- !���"+ �0 �%%��%-( �- !�+ 6

!--)599�(�,6(+ �� %�6�(&9� �9�AAGGB<@A9"',-�%%6AAB9�DAHFB9)(+-,6!-&?��������

High Availability

�"� ���* ���/,#.3 ��.���-� #- �)'*�.#�&� 1#." ��.���-�  �#&)0�, *, ). ��.#)( -) &)(! �- () �&.�, �.#)(- �, � '��� .) ."� ��.���-� -�"�'�8 � ),
� 2�'*&�5�-)'����.���-��, �*&#��.#)(�. ��"()&)!#�-������)&/'(-�. )�."����.���-��.��&�-��/,#(!�, �*&#��.#)(�1 "#�"���(�, �-/&.�#(��,#.#��&� �#&/,�-8

� ),�."#-�, ��-)(5���.���-��'#,, ),#(!�#-�, ��)''�(����) 0�,���.���-��, �*&#��.#)(8

�(- �5
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Upgrading



Upgrading a Basic Agent-based Installation

�"��-. �*-� ),�/*!, ��#(!�����-#���!�(.9��-������*����/,#.3�M8D�#(-.�&&�.#)(�. )����*����/,#.3�M8I��, �7

E8 �*!, ����3 )/,����*����/,#.3���(�!�,�. )�0�,-#)(�M8I

F8 
(-.�&&��.�&��-.�)(�����*����/,#.3�M8I��!�(.�1#."�� �&�3� /(�.#)(�&#.3��(��&��8

G8 �*!, ����3 )/,����*����/,#.3��!�(.-��(��� �&�3-�. )�M8I�<�-�,�+/#, ��=

�!� .) + ��� )+(� � ,, �(� , '(- �� %�-� (+ ( / �+0+"-� �' 2 ��- � �.- ��� $"' .) 2(.+ ,2,- �& ��� (+� �' .) + ��� ", �%0�2, �  ((� "���6
� # ��� � ($ , #(%</4 ���$ ���(%�' , ��' �- ,�� >��- ���,� ��� $.) �'� � �� ( / �+2>"' -!� 2(.+ ���) ���.+"- 2 H6@('%"'� !� %)(+
� �&"'",-+ �- (+=,��."��6

Upgrade your 9.0 Deep Security Manager to version 9.5

� '�-(�* �������(�� ��-*!,1�
�&���*�H5@�, '����(�� ��-*!,1�
�&���*�H5E4

E8 �) 1(&)�� ."� ���* ���/,#.3 ��(�!�, M8I #(-.�&& *��% �!�  , )' ."� � , �(� �#�, ) �) 1(&)�� ��(. �, 1 �� -#.�
<"..*7::�) 1(&)����(. �, 8.,�(�'#�, )8�)': =�.)���&)��&��#, ��. ),3 8

F8 � /( ."� #(-.�&&�, *��% �!�  )&&)1#(! ."� -. �*- �-  ), � (�1 #(-.�&&�.#)(5��-�,#��� #( 
"&' �  �"� ���$ ���(%�' , 
�"�� �%2$�� � 643
� 2��*.�1 "�(�!# 0�(�."��)*.#)(��"))-� �(�* ��� #(-. ����) �. �*/*!, � 8

Upgrading vs. Overwriting an Existing Installation

�"�( ."� ���* ���/,#.3 ��(�!�, #(-.�&&�, ��. ��.- ."� M8D0�,-#)( ) ���* ���/,#.3 ��(�!�, )( 3)/, -3-. �'5 #. 1#&&!#0� 3)/ ."� )*.#)(
.) C/*!, ��� ."� � 2#-.#(! #(-.�&&�.#)(C5), .) C)0�,1,#. � ."� � 2#-.#(! #(-.�&&�.#)(C8�*!, ��#(! ."� #(-.�&&�.#)( 1#&&/*!, ��� ."� ���* ���/,#.3
��(�!�, .) ."� &�.�-. 0�,-#)( �/. 1#&&(). ) 0�,1,#. � 3)/, ���/,#.3 �, )S#&�-5
�� � /&�-5 �#, �1 �&&� /&�-5 �**&#��.#)( � 3*�-5 �. �8), �"�(!� �( 3 ) 
."� -��/,#.3 -�..#(!- ."�. 1 �, � �**&#�� .) ."� �)'*/. �,- )( 3)/, (�.1 ), %8�0 �,1,#.#(! ."� � 2#-.#(! #(-.�&&�.#)( 1#&&�, �-� �&&��.� �--)�#�. ��
1#."�."��*, � 0#)/-�#(-.�&&�.#)(��(��."�(�#(-.�&&�."��&�. �-.�S#&.�,-5�,/&�-5�*, )S#&�-5��.�8

Deploy a Deep Security 9.5 Relay-enabled Agent


( ���* ���/,#.3 M8D5."� ���* ���/,#.3 � �&�3 1 �- � �#-.#(�. *#��� ) ���* ���/,#.3 -) .1 �, � ."�. *, ) 0#��� ."� ���/,#.3 �(� �) .1 �, � �*��. �
�#-.,#�/.#)(- #( ."�. 0�,-#)(8 
( ���* ���/,#.3 M8I5."� � �&�3  /(�.#)(�&#.3 "�- ���( #(�&/��� �- � ')�/&� #( � 0�,3 JH9�#.�#(�) 1 - �(� 
#(/2
�!�(. 8

���*����/,#.3���(�!�,�M8I�-.#&&�-/**),.-�M8D�� �&�3-5�")1 � 0�,7

; M8I��!�(.-���(().����/*��. ���� 3�M8D���&�3-�<�(��."�, � ), ����M8I�� �&�39�(��&����!�(.�#-�, �+/#, ��=

; M8D���&�3-��(��M8I�� �&�39�(��&����!�(.-���(().����#(�."��-�'��� �&�3��, )/*

�"� , ��)''�(��� *, )���/, � #-.) , �*&��� 3)/, ���* ���/,#.3 M8D� �&�3- 1#." M8I� �&�39�(��&�� �!�(.-8 �#(�) 1 - � �&�3- ��( /*!, ����  , )'
."�����*����/,#.3���(�!�, 8�
#(/2�� �&�3-�'/-.����'�(/�&& 3�/(#(-.�&&����(��, �*&�����1#."��� , �-"�#(-.�&&�) ���M8I�
#(/2��!�(. 8

� '�(�*�'*%����* �+ �!&+,�$$�'����H5E����(�� ��-*!,1����&,��&���&��$��!,��+���� �$� 15�-�� 
"&' �  �"��'������$����(%�' ,�� � �"' 2$�� ��6;3 8


� 2(. 0 �'- -( -� ,- -!� �.'�-"('�%"- 2 (� -!� H6E� � %�27�'��%�� �  �'- ��� (+� +�)%��"' �%%2(.+ H6@� � %�2,2(. � �' "',- �%%� ,"' %�
H6E� � %�27�'��%�� �  �'- 4)%��� "- "' "-, ( 0' � � %�2�+ (.) :��� �.,� H6@� � %�2,� �''(- �� 0"-! H6E� � %�27�'��%�� �  �'-, "' -!� ,�&�
� � %�2��+(.);�4��'���,," '���� �0��
,�- (�- !��'�0�� � %�2��+(.)6

�(- �5

�(- �5
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Upgrade existing Deep Security Agents and Relays

���) ���.+"- 2 �  �'-, �'� � � %�2,&.,- �� (� -!� ,�&� / �+,"(' (+ %�,, -!�' -!� ���) ���.+"- 2 
�'� �+ ��"' .,�� -( &�'� � "-6�!�
���)����.+"- 2�
�'� �+�&.,-��%0 �2,����.) + �������� (+��- !�����)����.+"- 2��  �'-,��'��� � %�2,6

�!�' )%�''"' -!� .) + ��� (� 2(.+ �  �'-, �'� � � %�2,�+(& H6@-( H6E4�',.+ � -!�- 2(.+ H6E�  �'-, �+� �,," '�� -( � � %�2�+ (.),
-!�- � ('- �"' ('%2H6E� � %�2,6� (. ,!(.%� .) + ��� �%%� � %�2,"' � �+ (.) -( H6E:(+ �+��- � � '�0 H6E�+ (.); ��� (+� � ('I" .+"' �' 2
H6E�� �'-,�- (�+�� �"/ ��.)��- � ,��+(&�- !�� + (.)6

���* ���/,#.3 M8D�!�(.- ��( �� /*!, ���� /-#(! ."� ���* ���/,#.3 ��(�!�, #(.�, ��� <), � 3 '�(/�& &)��& /*!, ���=5 �/. ."� �!�(. -) .1 �, �
'/-.�S#,-.����#'*),. ���#(. )�."�����*����/,#.3���(�!�, 8

���* ���/,#.3 M8D�"'�( 0, � �&�3- ��( �� /*!, ���� .) M8I� �&�39�(��&�� �!�(.- /-#(! ."� ���* ���/,#.3 ��(�!�, #(.�, ��� <), � 3 '�(/�& &)��&
/*!, ���=8 ���* ���/,#.3 M8D� "'.1 � �&�3- ��((). �� /*!, ����8 �"� 3 '/-. �� /(#(-.�&&�� �(� , �*&���� 1#." �  , �-" #(-.�&&) � M8I
#(/2 �!�(. 8
<�����*!, ������� �&�3�)(�
#(/25���&) 1 5� ),�#(-.,/�.#)(-8=

� '�!%('*,����&,�+'�,/ �* ��(��#���+�, '����(�� ��-*!,14

E8 
( ���* ���/,#.3 ��(�!�, 5!) .) � �%!&!+,* �,!'& J �(��, �+ J � '�,/ �* � J �' /&$'�� � �&, �* 8�"� �' /&$'�� � �&, �* *�!� �#-*&�3-
."��&�. �-.�0 �,-#)(-��&&��!�(.�-) .1 �, ��� 0�#&��&�� ,)'�� , �(���#�, )8

F8 ��&��. 3)/, �!�(. -) .1 �, � *��% �!�  , )' ."� &#-.�(� �&#�%
%('*, #( ."� '�(/ ��, 8���* ���/,#.3 1#&&��!#( .) �) 1(&)�� ."�
-) .1 �, �� , )'�."��� , �(���#�, )��) 1(&)�����(. �,�. )�."�����*����/,#.3���(�!�, 8

G8 �"�(�."��-) .1 �, ��"�-�S#(#-"����) 1(&)��#(!5���!, ��(��"��%�'�, %�'�, %�1#&&��**��,�#(�."� 
%('*, �� �)&/'(� ),�."�.��!�(. 8

� '��(�* �������(�� ��-*!,1����&,+��&���!&�' / +����(�� ��-*!,1�� �$� 1+�-+!&��, �����(�� ��-*!,1�
�&���*4

E8 
(�."�����*����/,#.3���(�!�, 5�!)�.)�."� � '%(-, �*+ -�, ��(8

F8 S#(��."���)'*/. �,�)(�1 "#�"�3 )/�1 �(.�. )�/*!, ����."���!�(.�),�� �&�38

G8 �#! ".9�&#�%�."���)'*/. �,��(��-�&��. � �,!'&+�J��(�* �������&,�+'�,/ �* � 8

H8 �"��(�1��!�(.�-) .1 �, ��1#&&����-�(.�. )�."���)'*/. �,��(��."���!�(.�),�� �&�3�1#&&����/*!, ����8

� (. � �' &�'.�%%2 .) + ��� -!� �' 2 �  �'-, (+ � � %�2,%(��%%2(' � � (&).- �+6� ( �( -!",4 �(%%(0 -!� "',-+.�-"(', "' 
"&' �  �"� '��
���$����(%�' ,�� � �"' 2$�� ��6;3 6

�(- �5

�(- �5

�(- �5
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Protection Module State after Upgrade

�"�(!�- .) ."� M8I���* ���/,#.3 �#(�) 1 - �(� 
#(/2 �!�(.- -#(�� 0�,-#)( M8D'��( ."�. 5��*�(�#(! )( ."� *&�. ),'5 (). �&&�, ). ��.#)( �)�/&�-
."�. 1 �, � �(��&�� )( � M8D�!�(. 1#&&, �'�#( �(��&�� )( � M8I�!�(. � . �, /*!, ��#(!8 �"�  )&&)1#(! .��&� -") 1 - 1 "#�" �)�/&�- �, � �  ��. �� � 3
�(��*!, ���7

� ��,-* � �!&�' / + �!&-0

�
 �)��"�(!� �(#(-.�&&��



 �(#(-.�&&�� �(#(-.�&&��

�� �7��7
�� �(#(-.�&&�� �(#(-.�&&��

�
 �(#(-.�&&�� �(#(-.�&&��

Upgrade a Relay on Linux

� )/���(().�/-��."���)''�(��)(�."� � �,!'&+ '�(/�. )�/*��. ����� �&�3� ,)'�M8D���E�. )�M8I�)(�
#(/28

� '�-(�* ������H5@�� �$� 1�,'�H5E�'&��!&-04

E8 �*!, �������*����/,#.3���(�!�,�. )�0�,-#)(�M8I8

F8 
'*),. Agent- platform -9.5. build .zip #(.)����*����/,#.3���(�!�, 8

G8 ����.# 0�. ��."��� �&�3�."�.�3 )/�1 �(.�. )�/*!, �����(��."�(�/(#(-.�&&�#. 8

H8 
(-.�&&Agent-Core- platform -9.5. build .rpm )(�."���!�(.��)'*/. �, 8

I8 �(��&��."��� �&�38

� '�� '& . �*,���H5@�� �$� 1�,'���H5E����&,�'&��!&-04

E8 �*!, �������*����/,#.3���(�!�,�. )�0�,-#)(�M8I8

F8 
'*),. Agent- platform -9.5. build .zip #(.)����*����/,#.3���(�!�, 8

G8 ����.# 0�. ��."��� �&�3�."�.�3 )/�1 �(.�. )�/*!, ���8

H8 ��&�. ��."��� �&�3� ,)'����*����/,#.3���(�!�, 8

I8 �(#(-.�&&�."��� �&�38

J8 
(-.�&&Agent-Core- platform -9.5. build .rpm )(�."���!�(.��)'*/. �, 8

K8 
(����*����/,#.3���(�!�, 5�����."���)'*/. �,�< � '%(-, �*+ R�� / R�� /�� '%(-, �* =8
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Quick Start: System Configuration

�"#- �/#�% -.�,. �/#�� ��-�,#��- ."� #(#.#�&��-#� ���* ���/,#.3 -3-. �' �)(S#!/, �.#)( ."�. #- , �+/#, �� �� ), � 3)/ ��( -.�,. *, ). ��.#(! 3)/,
�)'*/. �,�, �-)/, ��-8

� )��)'*&�. ����-#� ���*����/,#.3 -3-. �'��)(S#!/, �.#)(5�3)/�1#&&�(����. )7

E8 ��% ��-/, ��3 )/,�� �&�39�(��&����!�(.�#-�)*�, �.#)(�&

F8 �)(S#!/, � ���*����/,#.3 B-���#&#.3�.)�, �.,#� 0���*��. �-� , )'�� , �(���#�, )

G8 �"��%�."�.�3 )/�"� 0������"��/&���� �-%�.)�*�, ),'�, �!/&�,��*��. �-

H8 ��.�/*��'�#&�().#S#��.#)(�) �#'*),.�(.�� 0�(.-

Make sure your Relay-enabled Agent is operational

�!� � � %�2", +� ,)(',"�%� �(+ +�-+"�/"' ���.+"- 2 �)��- � , �+(& � +�'� 
"�+ ( �'� �",-+"�.-"' -!�& -( 2(.+ )+(- ��- �� � (&).- �+,6
�
2(. �"� '(- "',- �%%� � (7%(��- �� � � %�27�'��%�� �  �'- �.+"' -!� "',- �%%�-"('(� -!� ���) ���.+"- 2 
�'� �+42(. '��� -( "',- �%%�
� � %�27�'��%����  �'-���� (+��)+ (� ���"' 6�:��� 
"&' �  �"���"��� #">��(%�"����� �  � ,0�"�� ���� � �"' 2$�� ��7936;

�.�,. ."� ���* ���/,#.3 ��(�!�, '�(�!�'�(. �)(-)&� �(� (� 0#!�. � .) ."� � '%(-, �*+ *�!�8 � )/, � �&�39�(��&�� �!�(. -")/&� �**��, )( ."�

� '%(-, �*+ &#-.�#��(.#S#����3���C�)'*/. �,C�#�)(�1#."���� �&�3����!��)(�#.�< =8�
.B-�-.�./-��)&/'(�-")/&���#-*&� 3�C��(�!���<�(&#(�=C8
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� �&�3- �, � �&1 � 3- ), ! �(#4�� #(.) � �&�3 �, )/*-5 � 0�( # #.B-)(&3 ."� )(� C�� �/&. � �&�3 �, )/* C.) 1 "#�" �&&(�1 � �&�3- �, � �--#!(��8 � )/ ��(
�, ��. � '/&.#*&� � �&�3 �, )/*- # 3)/ "� 0� � &�,!� (/'��, ) �)'*/. �,- �(� 1 �(. .) �, ��. � � "#�, �, �"#��& � �&�3 -.,/�./, � ), # 3)/, �)'*/. �,-
�, ��-*, ����)/.�) 0�,�&�, !��!�)!, �*"#��&��, ��-8�� ),�'), ��#( ),'�.#)(�)(�� �&�3��, )/*-5�-�� � �$� 1��* '-(+ #(�."��)(&#(��"�&*8

� )�0#�1�3 )/, ���*����/,#.3 � �&�3-5�!)�. )�."� � �%!&!+,* �,!'&�J��(��, �+�J�� �$� 1��* '-(+5

�"#-�1#&&��#-*&�3�3)/,��/,, �(.�� �&�3��, )/*-�)(�."� � �$� 1��* '-(+ *�!�8��-/�&& 3�3)/�1#&&�)(&3�"� 0��."��-#(! &�����-$,�� �$� 1��* '-( 8

�)/�&�9�&#�%�."���� �/&.�� �&�3��, )/*�. )��#-*&� 3�#.-� �$� 1��* '-(��* '(�*,!�+ 1#(�) 1 7


(�."����'��,-��, ���) �."� � �$� 1��* '-(��* '(�*,!�+ 1#(�) 1�3)/B&&�-���."��� �&�3-�."�.��, ��'�'��,-�) �."��!, )/*8


��- !�+ ���+ ��'(�� (&).- �+,�"'�- !��
�&��+,��+ ���,�� � #">��(%�"��'�� ���$����(%�' , � �  � , "'�- !��
',- �%%�-"('��."��6

Configure Deep Security's ability to retrieve Updates from Trend Micro

�) 1 ."�. 3)/B0� �)(S#,'�� ."�. 3)/ "� 0� � � �&�353)/ ��( S#(� ."� � �&�3 #( 3)/, �)'*/. �,- &#-.�(� �"��% ."�. #.��( , �.,#� 0� /*��. �-  , )'
� , �(���#�, )8

�)�. )�."� � �%!&!+,* �,!'&�J��(��, �+�J�� ��-*!,1 *�!���(���&#�%�."� � ��#�� '*��(��, �+��&���' /&$'��555 �/.. )(�/(��, � �,, �*&��(��, �+ 8
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�"#- 1#&&�#-*&�3 ."� �' /&$'�� � �,, �*&+ �#4�, � 1 "#�" �)(.��.- ."� � , �(� �#�, ) �*��. � ��,0 �,- �(� �) 1(&)��- ."� &�.�-. �(.#9��& 1 �, �
� �.. �,( �*��. �- �(� �#-.,#�/. �- ."�' .) 3)/, �)'*/. �,-8 <�"#- #-."� �� �/&. ��"� 0#),8� )/ ��( �)(S#!/, � ."� �/. )'�.#� �#-.,#�/.#)( ) ���/,#.3
�*��. �- )( ."� � �%!&!+,* �,!'& J � 1+,�% � �,,!&�+ J �(��, �+ .��8= 
 /*)( �)'*&�.#)( ."� 1#4�, � �#-*&�3- ."� -/���-- '�--�!� #.'��(- 3)/,
� �&�39�(��&����!�(. ��(��)''/(#��. ��1#."�."���*��. ��-�,0 �,-7

Check that you have a Scheduled Task to perform regular Updates

�) 1 ."�. 3)/ %()1 3)/, � �&�3 ��( �)''/(#��. � 1#." ."� �*��. � -�,0 �,-5 3)/ -")/&� �, ��. � � ��"��/&�� � �-% 1 "#�" 1#&&, �!/&�, &3 , �.,#� 0� �(�
�#-.,#�/. ��-��/,#.3��*��. �-8

�) .) � �%!&!+,* �,!'& J � � ��-$�� � �+#+8�"�, � 3)/ -")/&� -�� �. &��-. )(� ��"��/&�� � �-% ��&&�� ����-$, � ��# �'* � ��-*!,1 �(��, �+ � �+# 7

�)/�&�9�&#�%�."����"��/&���� �-%�.)�0#�1�#.- �* '(�*,!�+ 1#(�) 17
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�).#���."�.�<#(�."#-���-�=�."� ��!$ 1�� ��#�� '*�� ��-*!,1��(��, �+�� �+# #-�-�.�. )�*�, ),'������/,#.3��*��. ��� 0�,3��� 3��.�EF7II8


� 2(. �('=- !�/ � � ��� , ���� � � #%���(%�' , �$��' � &� �&� "' 2(.+ %",-42(. � �' �+��- � ('� � 2 � %"�$"' (' ��* (' -!� �� !��.%��
� �,$�)� ��- ((%��+��'��� (%%(0"' �- !��"',-+.�-"(',�"'�- !� ��*��� ���( ���� �&� 0"3�+�6

Updates Configuration in the System Settings

� )��)(S#!/, ��."��S#(�,���.�#&-�) ��*��. ����"� 0#),5�#(�."�����*����/,#.3���(�!�, 5�!)�.)�."� �(��, �+ .���#( � �%!&!+,* �,!'&�J�� 1+,�%�� �,,!&�+ 8


(�."� � ��-*!,1��(��, �+ �, ���3 )/���(��)(S#!/, ��."�� )&&)1#(!�)*.#)(-�<�&.")/! "�."���� �/&.�-�..#(!-��, ��, ��)''�(���=7

; �*!%�*1 �(��, � � '-* � �4 ."#- #- ."� -)/, �� ."�. ."� � �&�3- #( �&&� �&�3 �, )/*- !) .)  ), ���* ���/,#.3 � /&� �(� � �.. �,( �*��. �-
1 "#�" ."� 3 ��( ."�( �#-.,#�/. � .) �!�(.- �(� �#,./�& �**&#�(��-8 <�(&3 �"�(!� ."#- # 3)/ "� 0� ���( #(-.,/�. �� .) �) -) � 3 3)/,
-/**),.�*, ) 0#��, 8=

; � �,, �*&+4 � �.. �,(- �, � /-�� � 3 ."� �(.#9'�& 1 �, � �)�/&�8 �"� �� �/&. -�..#(!- *�,'#.- �!�(.- �(� �#,./�& �**&#�(��- .) �) 1(&)��
� �.. �,( �*��. �- �#, ��.&3  , )' ."� �,#'�,3 ���/,#.3 �*��. � �)/, �� <��) 0�= #  ), -)'� , ��-)( ."� 3 ��((). �)(.��. � � �&�3 ), ."�
���*����/,#.3���(�!�, 8�<�),�� 2�'*&������/-��) �&)��&��)((��.# 0#.3�#--/�-5�),�# �."���)'*/. �,�#-���, )�'#(!�&�*. )*8=
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; � -$�+4 �*��. �- .) ."� ���* ���/,#.3 � /&�- /-�� � 3 ."� �#, �1 �&&5
(.,/-#)( �, � 0�(.#)(5 
)! 
(-*��.#)(5 �(� 
(. �!,#.3 �)(#. ),#(!
�, ). ��.#)( �)�/&�- '/-. �� #(.�!, �. �� #(.) � )&#�#�- �. ."� ���* ���/,#.3 ��(�!�, &�0�& �� ), � ."� 3 ��( �� -�(. )/. .) �!�(.-
�(� �#,./�& �**&#�(��-8 �"#- -�..#(! <)( � 3 �� �/&.= �/. )'�.#��&& 3 #(.�!, �. �- � /&� �*��. �- 1#." ."� � )&#�#�-#( ."� ���* ���/,#.3
��(�!�, 8


' ��� ! ���.+"- 2 � (%"�24-!�+ � ", � �.+- !�+ ,�--"' :�%,( (' � 2 ��� �.%-; -( �.- (&�-"� �%%2.)��- � � (&).- �+, 0 !�' -!�+ �
!�, ���' � � !�' � -( -!� ���.+"- 2 � (%"�2-!�- ", "' .,�6 �!", ,�--"' ", �(.'� "' -!� � (%"�29� (&).- �+ � �"- (+ :- !� ��' �� &
0"'�( 0;�"' ��''�"�&�=�� #!$(' �%�=���"��� # �� ,����"� � &�
!!����' �  , 6

; � �$� 1+4�"� .1 ) -�..#(!- /(��, � �&�3- ��. �,'#(� # ���* ���/,#.3 1#&&#'*),. /*��. �-  ), )&��, M8D�(� ��, &#�,0�,-#)(- ) ."�
�!�(.- �(� �**&#�(��-8 ���/,#.3 �*��. � �, �"#. ��./, � "�- �"�(!�� -/�-.�(.#�&& 3 -#(�� M8D�(� ."�  ),'�.- ) ."� �*��. �-  ), M8D�(�
M8I�, � �#  �, �(. 8�) (). �) 1(&)�� �*��. �-  ), )&��, �!�(.- # 3)/ �) (). ."�' �- ."#- 1 )/&� �)(-/'� /((���--�,3 ��(� 1#�."
�(� -. ), �!� -*���8 �#'#&�, &35)(&3 �) 1(&)�� � �.. �,(-  ), �&&C��!#)(-C <��. �,'#(�� � 3 &�(!/�!�= # 3)/ "� 0� �!�(.- ), �**&#�(��-
,/((#(! #( '/&.#*&� � �!#)(-8 
�� 0#(! ."#- )*.#)( /(�"��% �� 1#&&�#-.,#�/. � )(&3 ."� *��% �!� ��-#!(��  ), ."� � �!#)( #( 1 "#�" 3)/,
���*����/,#.3���(�!�,�#-�#(-.�&&��8


(�."� � '�,/ �* ���(��, �+ �, ���3 )/���(��)(S#!/, ��."�� )&&)1#(!�)*.#)(-�<�&.")/! "�."���� �/&.�-�..#(!-��, ��, ��)''�(���=7

; � *�&� 
!�* ' �' /&$'�� � �&, �*4 � 3 �� �/&. 5���* ���/,#.3 1#&&C� /. )'�.#��&& 3 �) 1(&)�� /*��. �- .) #'*),. �� -) .1 �, �8C� , �(�
�#�, ) 1#&&*�,#)�#��&&3 #--/� /*��. �� �/#&�- ) �&,��� 3 , �&��-�� �!�(. �(� �**&#�(�� -) .1 �, �8��..#(! ."#- )*.#)( 1#&&�/. )'�.#��&& 3
�) 1(&)�� /*��. �- .) �( 3 -) .1 �, � ."�. 3)/ "� 0� �&,��� 3 #'*),. �� .) ���* ���/,#.3 <0#-#�&�)( ."� � �%!&!+,* �,!'& J �(��, �+ J
� '�,/ �* � J �'��$ *�!�=  , )' ."� � , �(� �#�, ) �) 1(&)�� ��(. �, <."� -) .1 �, � � 0�#&��&�  , )' ."� � , �(� �#�, ) �) 1(&)�� ��(. �, ��(
���-���)(�."� � �%!&!+,* �,!'&�J��(��, �+�J�� '�,/ �* ��J��' /&$'���� �&, �* *�!�8=

�!� "',- �%%�-"('(� -!� ,(�- 0 �+� ('� � "- !�, ���' �( 0'%(���� &.,- �� "'"-"�- �� &�'.�%%26�!", %�,-,- �) � �''(- ��
�.- (&�- ��6


( ."� � !*,-�$ � (($!�&� � � �*+!'& � '&,* '$ -��.#)(5 3)/ ��( �)(., )&."� 0�,-#)(- ) ."� �, ). ��.#)( �)�/&�- �, � #(-.�&&�� )( � (�1 &3 ��.# 0�. ��
�#,./�& �**&#�(��8 �"� ���* ���/,#.3 �#,./�& �**&#�(�� #--"#**�� 1#." ��-#� 0�,-#)(- ) ."� �, ). ��.#)( �)�/&� *&/!9#(-8�"� �**&#�(�� , �&#�-
)( ."� *&/!9#(- ."�. �, � -"#**�� 1#." ."� JH9�#.� �� "�. �!�(. -) .1 �, � *��% �!�  ), �*��. �-8 � 3 �� �/&. 5."� �**&#�(�� 1#&&/-� ."� &�.�-. 0�,-#)(
) ."� � �� 	�. *��% �!� ."�. "�- ���( #'*),. �� .) ���* ���/,#.3 <)( ."� �(��, �+ J � '�,/ �* � J �'��$ *�!�8= 	) 1 � 0�, 3)/ '� 3 1#-" .) �)(., )&
) 0�,�."��0 �,-#)(�) �."���, ). ��.#)(��)�/&�-�!�.�#(-.�&&����(��3 )/���(��)�/-#(!�."#-�-�..#(!8

� (+ &(+ � "'� (+&�-"(' ��(.- -!� � ('I" .+ �-"(' ()-"(', �/ �"%��%�(' -!", )� �4 ,�� -!� �,,(�"�- �� ('%"'� !� %)�(+ "- "' -!� ���)
���.+"- 2�
�'� �+6

Set up email notification of important events

���* ���/,#.3 �&�,.- �, � , �#-�� 1 "�( -#./�.#)(- )��/, ."�. , �+/#, � -*��#�& �.. �(.#)(8 �&�,.- ��( �� , �#-�� �/� .) -��/,#.3 � 0�(.- -/�" �- ."�
��. ��.#)( ) '�& 1 �, � ), �( ��(),'�& , �-.�,. )( � *, ). ��. �� �)'*/. �, 5), ."� 3 ��( �� -3-. �' � 0�(.- &#%� ."� ���* ���/,#.3 ��(�!�, ,/((#(!
&)1�)(��#-%�-*���8 ���*����/,#.3 ��(�����)(S#!/, ���. )�-�(���'�#&�().#S#��.#)(-�1 "�(�-*��#S#���&�,.-��, ��, �#-��8

� ) �)(S#!/, � 1 "#�" �&�,.- 1#&&!�(�, �. � �( �'�#& ().#S#��.#)(5 !) .) ."� �$�*,+ *�!� �(� �&#�%� '&K!�-* � �$�*,+555.) �#-*&�3 ."� &#-.) ���*
���/,#.3 �&�,.- 7
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�) 1 3)/ (��� .) �)(S#!/, � 3)/, �-�, ���)/(. .) , ���# 0� ."� �'�#& ().#S#��.#)(- ���* ���/,#.3 1#&&-�(� )/. 8�) .) � �%!&!+,* �,!'& J �+�*

�&���%�&, J �+�*+ �(� �)/�&�9�&#�% )( 3)/, �-�, ���)/(. .) �#-*&�3 #.- �* '(�*,!�+ 1#(�) 1 8�) .) ."� � '&,��, 
&�'*%�,!'& .�� �(� �(. �,
�(��'�#&����, �--��(��-�&��.�."� � �� �! . ���$�*,��%�!$+ )*.#)( 7
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( ), ��,  ), ���* ���/,#.3 .) -�(� �'�#& ().#S#��.#)( #."�- .) �� ��&� .) �)''/(#��. � 1#." �( ���� -�,0 �, <����-- .) �( ���� -�,0 �, #- �
, �+/#, �'�(.  ), �'�#& ().#S#��.#)(-=8� ) �)((��. ."� ���* ���/,#.3 ��(�!�, .) 3)/, ���� -�,0 �, 5!) .) ."� � �%!&!+,* �,!'& J � 1+,�% � �,,!&�+
J��
�� .�� 7

�)'*&�. � ."� , �+/#, �� S#�&�-#( ."� �
�� �, �� *, �-- .�-. ���� ��..#(!- �. ."� �).. )' ) ."� *�!� 1 "�( 3)/B, � �)(�8 3)/ -")/&� -�� � � �+,
� '&&��,!'&�, '��
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��2(.�.'��%��- (�� (''��-�0"- !�2 (.+��
���,�+ / �+4�&�$��,.+ ��- !��
�'� �+�� �'�� (''��-�0"- !�- !���
���,�+ / �+�('�)(+-�BE6

Basic Configuration is complete
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Quick Start: Protecting a Computer
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Adding the computer to the Deep Security Manager
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Configuring and Running a Recommendation Scan
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Automatically implement scan recommendations
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Create a Scheduled task to perform regular Recommendation Scans
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Schedule Regular Security Updates
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*, ). ��.#)(� , )'�� , �(���#�, )8

Monitor Activity Using the Deep Security Manager

The Dashboard

� . �, ."� �)'*/. �, "�- ���( �--#!(�� � � )&#�3�(� "�- ���( ,/((#(!  ), � 1 "#&�53)/ 1#&&1 �(. .) , � 0#�1 ."� ��.# 0#.3)( ."�. �)'*/. �, 8�"�
S#,-.*&��� .) !) .) , � 0#�1 ��.# 0#.3#- ."� ��-"�)�, �8 �"� ��-"�)�, � "�- '�( 3 #( ),'�.#)( *�(�&- <C1#�!�.-C=."�. �#-*&�3 �#  �, �(. .3*�- ) 
#( ),'�.#)(�*�,.�#(#(!�. )�."��-.�. ��) �."�����*����/,#.3���(�!�,��(��."���)'*/. �,-�."�.�#.�#-�'�(�!#(!8

� .�."��. )*�,#! ".�) �."����-"�)�, ��*�!�5��&#�% � ��7� �%' . ���!���,+ .)�0#�1�."��&#-.�) �1#�!�.-�� 0�#&��&�� ),��#-*&� 38

� ),�() 1 5�1��1#&&�����."�� )&&)1#(!�1#�!�.-� , )'�."� �!* � / �$$-��.#)(7

; �#, �1 �&&���.#0#.3�<�,� 0�(. ��=

; �#, �1 �&&�
��� �.#0#.3�<�,� 0�(. ��=

; �#, �1 �&&��0�(.�	#-. ),3�>F2E?

��&��. ."� �"��% �) 2 ��-#�� ���" ) ."� .", �� 1#�!�.-5 �(� �&#�%�� 8�"� 1#�!�.- 1#&&�**��, )( ."� ��-"�)�, �8 <
. '� 3 .�%� � �#. ) .#'� .)
!�(�, �. ��."����.�8=

; �"� �!* � / �$$� �,! .!,1 8�* � . �&, ��9 1#�!�. �#-*&�3- � &#-.) ."� ')-. �)'')( , ��-)(-  ), *��% �.- .) �� ��(#�� <."�. #-5�&)�%��
 , )' , ���"#(! � �)'*/. �, � 3 ."� �!�(. )( ."�. �)'*/. �,= �&)(! 1#." ."� (/'��, ) *��% �.- ."�. 1 �, � ��(#��8 
. �'- #( ."#- &#-.1#&&
����#."�,�.3*�-�) �� ��%�.�� �$��.#)(-�),��#, �1 �&&��/&�-8����"�C, ��-)( C�#-���&#(%�.)�."���),, �-*)(�#(!�&)!-� ),�."�.���(#���*��% �. 8
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; �"� �!* � / �$$ 
� � �,! .!,1 8�* � . �&, ��9 1#�!�. �#-*&�3- � &#-.) ."� ')-. �)'')( -)/, �� 
� - ) ��(#�� *��% �.-8 �#'#&�, .) ."�
�!* � / �$$�� �,! .!,1�8�* � . �&, ��9 1#�!�. 5����"�-)/, ���
��#-���&#(%�.)�."���),, �-*)(�#(!�&)!-8

; �"� �!* � / �$$ � . �&, 	!+, '*1 :B0A; 1#�!�. �#-*&�3- � ��, !, �*" #(�#��.#(! ") 1 '�( 3 *��% �.- 1 �, � �&)�%�� #( ."� &�-. FH")/,
*�,#)� ), -� 0�( �� 3 *�,#)� <��*�(�#(! )( ."� 0#�1 -�&��. ��=8 �&#�%#(!� ��, 1#&&�#-*&�3 ."� �),, �-*)(�#(! &)!-  ), ."� *�,#)�
, �*, �-�(. ���� 3�."����, 8

�(- � -!� -+�'� "'�"� �- (+, '� 1- -( -!� '.&�+"� / �%.� , "' -!� ��%�* �  � �'� )�' , 2�%�) �"' ��3 �'� ��%�* �  
� � �'� )�' , 2�%�) �"' ��3
0"� �-,6 � ' .) 0 �+� (+ �( 0' 0 �+� )("'-"' -+"�' %� "'�"� �- � , �' ( / �+�%%"'�+ ��,� (+ ���+ ��,� ( / �+ -!� ,)��"I"�� -"&� )�+"(�4 �'� �
I%�-�%"'��"'�"� �- � ,�'(�," '"I"� �'-�� !�' �6

Logs of Firewall and Intrusion Prevention Events

�) 1 �,#&&9�)1( .) ."� &)!- �),, �-*)(�#(! .) ."� .)* , ��-)(  ), ��(#�� � ��%�.-7 #( ."� �!* � / �$$� �,! .!,1 8�* � . �&, ��9 /!���, 5�&#�%."� S#,-.
, ��-)(� ),���(#���*��% �.-8��"#-�1#&&�.�%��3 )/�. )�."� �!* � / �$$��. �&,+ *�!�8

�"� �!* � / �$$� . �&,+ *�!� 1#&&�#-*&�3 �&&�#, �1 �&&� 0�(.- 1 "�, � ."� � ��+'& �)&/'( �(.,3 �),, �-*)(�- .) ."� S#,-., ��-)(  , )' ."� �!* � / �$$
� �,! .!,1 8�* � . �&, ��9 /!���, <C�/. ) �&&)1 �� � )&#�3C=8�"� &)!- �, � S#&.�, �� .) �#-*&�3 )(&3 .")-� � 0�(.- ."�. )��/,, �� �/,#(! ."� 0#�1 *�,#)�
) ."� ��-"�)�, � <
�-. FH")/,- ), &�-. -� 0�( �� 3-=8� /,."�, #( ),'�.#)( ��)/. ."� �!* � / �$$� . �&,+ �(� 
&,*-+!'& �* � . �&,!'& � . �&,+ *�!�
��(���� )/(��#(�."��"�&*�*�!�-� ),�.")-��*�!�-8

� (+ -!� &��'"' (� -!� �"�� �+�'- )�� $�- +�#��-"(' +��,(',4 ,�� ��%�* �  �) �"'& �'� 
"'%(&�#" �%�) �"'�#" �) �"'& "' -!� � �� �+�'� �
,��-"('�(��- !��('%"'��!� %)6

Reports

� . �(5 � "#! "�,9&� 0�&0#�1 ) ."� &)! ��.� #-��-#, ��5 1 "�, � ."� #( ),'�.#)( #--/''�,#4��5 �(� *, �-�(. �� #( � '), � ��-#&3 /(��,-. ))�  ),'�. 8
�"� � �('*,+ S#&&."#- � )&�5�&&)1#(! 3)/ .) �#-*&�3 ��.�#&�� -/''�,#�- )( �)'*/. �,-5 �#, �1 �&&�(� 
(.,/-#)( �, � 0�(.#)( � 0�(. 
)!-5 � 0�(.-5
�&�,.-5��. �8�
(�."� � �('*,+ *�!�5�3 )/���(�-�&��.�0 �,#)/-�)*.#)(-� ),�."��, �*),.�. )����!�(�, �. ��8

� � 1#&&!�(�, �. � � �!* � / �$$� �('*, 51 "#�" �#-*&�3- � , ��), � ) �#, �1 �&&� /&� �(� �#, �1 �&&�.�. � /& �)(S#!/, �.#)( ��.# 0#.3) 0�, � �)(S#!/, ��&�
��. ��, �(!�8���&��. �!* � / �$$�� �('*,  , )'�."��� �*),.��, )*9�) 1(8��&#�%��&�* �, � .)�&�/(�"�."��, �*),.�#(���(�1�1#(�) 1 8

� 3 , � 0#�1#(! -�"��/&�� , �*),.- ."�. "� 0� ���( �'�#&�� � 3 ."� ���* ���/,#.3 ��(�!�, .) �-�,-5 � 3 &)!!#(! #(.) ."� -3-. �' �(� �)(-/&.#(! ."�
��-"�)�, �5 � 3 *�, ),'#(! ��.�#&�� #(0�-.#! �.#)(- � 3 �,#&&#(!9�)1( .) -*��#S#� &)!-5�(� � 3 �)(S#!/,#(! �&�,.- .) ().# 3 �-�,- ) �,#.#��& � 0�(.-5
3)/���(�, �'�#(��**,#-���) �."��"��&."��(��-.�./-�) �3 )/,�(�.1 ), %8

�(- �5

�(- �5
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Appendices



Deep Security Manager Memory Usage

Configuring the Installer's Maximum Memory Usage

�"� #(-.�&&�, #-�)(S#!/, �� .) /-� E�� ) �)(.#!/)/- '�'),3 � 3 �� �/&. 8
 ."� #(-.�&&�,  �#&-.) ,/( 3)/ ��( .,3 �)(S#!/,#(! ."� #(-.�&&�, .) /-�
&�--�'�'),3 8

� '�� '&K!�-* ��, ���%'-&,�'����
�� . �!$��$��, '�, ��!&+,�$$�*4

E8 �)�. )�."���#, ��. ),3�1 "�, ��."��#(-.�&&�,�#-�&)��. ��8

F8 �, ��. � � (�1 .� 2. S#&���&&�� C��(�!�,9�#(�) 1 -9M8I8222282JH80')*.#)(-C), C��(�!�,9
#(/2 9M8I8222282JH80')*.#)(-C5��*�(�#(!
)(�3 )/,�#(-.�&&�.#)(�*&�. ),'�<1 "�, ��C2222C�#-�."���/#&��(/'��,�) �."��#(-.�&&�,=8

G8 � �#.�."��S#&���3����#(!�."��&#(�7�C9�'2LDD' C�<#(�."#-��2�'*&�5�LDD���) �'�'),3�1#&&����'����� 0�#&��&��.)�."��#(-.�&&�, 8=

H8 �� 0��."��S#&���(��&�/(�"�."��#(-.�&&�, 8

Configuring the Deep Security Manager's Maximum Memory Usage

�"�����*����/,#.3���(�!�,��� �/&.�-�..#(!� ),�"��*�'�'),3�/-�!��#-�H��8�
.�#-�*)--#�&��. )��"�(!��."#-�-�..#(!8

� '�� '&K!�-* ��, ���%'-&,�'����
�� . �!$��$��, '�, �����(�� ��-*!,1�
�&���*4

E8 �)�. )�."�����*����/,#.3���(�!�,�#(-.�&&��#, ��. ),3�<."��-�'���#, ��. ),3��-����*����/,#.3���(�!�,�� 2��/.��&�=8

F8 �, ��. ����(�1�S#&�8���*�(�#(!�)(�."��*&�. ),'5�!# 0��#.�."�� )&&)1#(!�(�'�7
� �!&�' / +4C���*����/,#.3���(�!�, 80')*.#)(-C8

� �!&-04 C�-'A-80')*.#)(-C8

G8 � �#. ."� S#&�� 3 ���#(! ."� &#(�7C-Xmx10g C<#(."#- � 2�'*&�5 CED!C1#&&'�% � ED�� '�'),3 � 0�#&��&� .) ."� ���* ���/,#.3

��(�!�, 8=

H8 �� 0��."��S#&���(��, �-.�,.�."�����*����/,#.3���(�!�, 8

I8 � )/ ��( 0�,# 3 ."� (�1 -�..#(! � 3 !)#(! .) � �%!&!+,* �,!'& J � 1+,�% 
&�'*%�,!'& �(� #( ."� � 3-. �' ��.�#&- �, ��5 � 2*�(� 
�&���*
�'���J�
�%'*1 8��"����2#'/'���'),3�0 �&/��-")/&��() 1�#(�#��. ��."��(�1��)(S#!/, �.#)(�-�..#(!8
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Silent Install of Deep Security Manager

Windows

� '�!&!,!�, ����+!$�&,�!&+,�$$�'&��!&�' / +4

Manager-Windows-<Version>.x64.exe -q -console -Dinstall4j.language=<ISO code> -varfile

<PropertiesFile>

Linux

� '�!&!,!�, ����+!$�&,�!&+,�$$�'&��!&-04

Manager-Linux-<Version>.x64.sh -q -console -Dinstall4j.language=<ISO code> -varfile <PropertiesFile>

Parameters

�"��C 6)C�-�..#(!� ), ��-�#(-.�&&H$�.)�� 2��/. ��#(�/(�.. �(����<-#&�(.=�')��8

�"��C 6�'&+'$� C�-�..#(!� ), ��-�'�--�!�-�. )��**��,�#(�."���)(-)&��<-. �)/.=8

�"� -Dinstall4j.language=<ISO code> )*.#)(- &�.- 3)/ ) 0�,,#�� ."� �� �/&. #(-.�&&�.#)( &�(!/�!� <�(! &#-"=# )."�, &�(!/�!�- �, �

� 0�#&��&�8��*��# 3���&�(!/�!��/-#(!�-.�(��, ��
���&�(!/�!��#��(.#S#�,-7

; ��*�(�-�7 "(

; �#'*&#S#����"#(�-�7 2 =��

�"� I�* '(�*,!�+�!$�J �, !/'�(. #-."� �)'*&�. �: ��-)&/. � *�." .) � -.�(��, � �� 0� *, )*�,.#�- S#&�8���" *, )*�,.3 #-#��(.#S#�� � 3 #.- �+/# 0�&�(.
��
 -�, ��( �(� -�..#(! #( ."� �#(�) 1 - ���* ���/,#.3 ��(�!�, #(-.�&&�.#)( <��-�,#��� ��) 0�=8� ), � 2�'*&�5 ."� ���* ���/,#.3 ��(�!�, ���, �--
)(�."��C � ��, �--��(��� ),.-C�-�, ��(�#-�-*��#S#����-7

AddressAndPortsScreen.ManagerAddress=

�)-. ) ."� *, )*�,.#�- #( ."#- S#&�"� 0� ����*.��&� �� �/&.- �(� '� 3 �� )'#.. ��8 �"� )(&3 , �+/#, �� 0�&/�-  ), � -#'*&� #(-.�&&�.#)( /-#(! �(
�'���������.���-���, �7

LicenseScreen.License

CredentialsScreen.Administrator.Username

CredentialsScreen.Administrator.Password

� ),����)'*&�. ����-�,#*.#)(�) �� 0�#&��&��-�..#(!-5�-�� ���$����(%�' ,�
�"�� �%���''�"�&��% #$�%'�� &��� � 2$�� ��:63 8

Sample Properties File

�"�� )&&)1#(!�#-��(�� 2�'*&��) �."���)(. �(.�) ���.3*#��&�*, )*�,.#�-�S#&�7

AddressAndPortsScreen.ManagerAddress=10.201.111.91
AddressAndPortsScreen.NewNode=True
UpgradeVerificationScreen.Overwrite=False
LicenseScreen.License.-1=XY-ABCD-ABCDE-ABCDE-ABCDE-ABCDE-ABCDE
DatabaseScreen.DatabaseType=Oracle
DatabaseScreen.Hostname=10.201.xxx.xxx
DatabaseScreen.Transport=TCP
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DatabaseScreen.DatabaseName=XE
DatabaseScreen.Username=DSM
DatabaseScreen.Password=xxxxxxx
AddressAndPortsScreen.ManagerPort=4119
AddressAndPortsScreen.HeartbeatPort=4120
CredentialsScreen.Administrator.Username=masteradmin
CredentialsScreen.Administrator.Password=xxxxxxxx
CredentialsScreen.UseStrongPasswords=False
SecurityUpdateScreen.UpdateComponents=True
SecurityUpdateScreen.UpdateSoftware=True
RelayScreen.Install=True
SmartProtectionNetworkScreen.EnableFeedback=False

Deep Security 9.5 Installation Guide (Basic Components) Silent Install of Deep Security Manager

61



Deep Security Manager Settings Properties File

�"#- -��.#)( �)(.�#(- #( ),'�.#)( ��)/. ."� �)(. �(.- ) ."� �, )*�,.3 S#&�."�. ��( �� /-�� #( � �)''�(�9&#(� #(-.�&&�.#)( <-#&�(.
(-.�&&=) ."�
���*����/,#.3���(�!�, 8�<��� � � �"'�
"&' �  �#�����$����(%�' ,�
�"�� �%2$�� ��:43 8=

Settings Properties File

�"�� ),'�.�) ����"��(.,3�#(�."��-�..#(!-�*, )*�,.3�S#&��#-7

<Screen Name>.<Property Name>=<Property Value>

�"��-�..#(!-�*, )*�,.#�-�S#&��"�-�, �+/#, ����(��)*.#)(�&�0 �&/�-8

� (+�()-"('�%��'-+"� ,4�,.))%2"' ��'�"' / �%"��/�%.��0"%%�+� ,.%-�"'�-!����� �.%-�/�%.����"' �.,��6

Required Settings

LicenseScreen

�* '(�*,1 � '++!�$��� �$-�+ ����-$,�� �$-� �', �+


#��(-���, ��(8
#��(-�89EPQ0 �&/�R Q� �� ),��&&�')�/&�-R �&�(%

��

�* '(�*,1 � '++!�$��� �$-�+ ����-$,�� �$-� �', �+


#��(-���, ��(8
#��(-�8DPQ0 �&/�R Q� �� ),��(.#9��& 1 �, �R �&�(%


#��(-���, ��(8
#��(-�8EPQ0 �&/�R Q� �� ),��#, �1 �&&:��
R �&�(%


#��(-���, ��(8
#��(-�8FPQ0 �&/�R Q� �� ),�
(. �!,#.3��)(#. ),#(!R �&�(%


#��(-���, ��(8
#��(-�8GPQ0 �&/�R Q� �� ),�
)!�
(-*��.#)(R �&�(%

CredentialsScreen

�* '(�*,1 � '++!�$��� �$-�+ ����-$,�� �$-� �', �+

�, ���(.#�&-��, ��(8� �'#(#-., �. ), 8�-�,(�'�PQ0 �&/�R Q/-�,(�'�� ),�'�-. �,���'#(#-., �. ),R �&�(%

�, ���(.#�&-��, ��(8� �'#(#-., �. ), 8��-- 1 ), �PQ0�&/�R Q*�-- 1 ), �� ),�."��'�-. �,���'#(#-., �. ),R �&�(%

Optional Settings

LanguageScreen

�* '(�*,1 � '++!�$��� �$-�+ ����-$,�� �$-� �', �+

�#(-.�&&H$8&�(!/�!�PQ0�&/�R

Q(/&&R

$*

4"A��

Q(/&&R CC�P��(!&#-"5�C$*C�P���*�(�-�5�C4"A��C�P��#'*&#S#����"#(�-�

�(- �5
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UpgradeVerificationScreen

�!",�,�+ ��'9,�--"' �",�'(-�+ �� �+�'� ���.'%� ,,��'�� 1",-"' �"',- �%%�-"('�",���- ��- ��6

�* '(�*,1 � '++!�$��� �$-�+ ����-$,�� �$-� �', �+

�*!, ���� �,#S#��.#)(��, ��(8�0 �,1,#. �PQ0�&/�R
� ,/�

� �&-�
� �&-�

��--"' �- !",�/ �%.��-(�� +.��0"%%�(/ �+0+"-���' 2��1",-"' ���- ��"'�- !����- ���,�6�
-�0"%%��(�-!",�0"- !(.-��' 2��.+-!�+�)+ (&)-,6

DatabaseScreen

�"#-�-�, ��(���S#(�-�."����.���-��.3*���(��)*.#)(�&& 3�."��*�, �'�. �,-�(������. )�����--���,.�#(���.���-��.3*�-8

�!� "'- �+��-"/ � "',- �%%)+( /"�� , �' >� �/ �'� ��> �"�%( -( ��I"'� -!� "',- �'� � '�&� �'� �(&�"' (� � 
"�+ (,(�- ��� ,�+ / �+4�.-
��� �.,��- !��.'�-- �'����"',- �%%��(�,�'(-�,.))(+-��"�%( ,�- !� ,���+  .&�'-,��+ ��"'� %.����"'�- !����- ���,���+ ��'�,�--"' ,��� %(06

�* '(�*,1 � '++!�$��� �$-�+ ����-$,�� �$-� �', �+

��.���-���, ��(8��.���-�� 3*�PQ0�&/�R

�'������

�#�, )-) .���
���,0 �,

�, ��&�

�#�, )-) .���


��,0 �,

��.���-���, ��(8	)-.(�'�PQ0 �&/�R

�"��(�'��),�
�����, �--�) �."�

��.���-��")-.

� /,, �(.�")-.�(�'�

� /,, �(.�")-.

(�'�

��.���-���, ��(8��.���-���'�PQ0 �&/�R �( 3�-.,#(! �-' �).�, �+/#, ��� ),��'������

��.���-���, ��(8� , �(-*),.PQ0 �&/�R
��'����#*�-

� ��
��'����#*�- � �+/#, ��� ),���
���,0 �,�)(& 3

��.���-���, ��(8�-�,(�'�PQ0 �&/�R �).�, �+/#, ��� ),��'������

��.���-���, ��(8� �-- 1 ), �PQ0�&/�R �&�(% �).�, �+/#, ��� ),��'������

��.���-���, ��(8��
 ��,0 �, 8
(-.�(��PQ0 �&/�R
�&�(%�#'*&#�-��� �/&.�#(-.�(��8��*.#)(�&5�, �+/#, ��� ),

��
���,0 �,�)(& 3

��.���-���, ��(8��
 ��,0 �, 8�)'�#(PQ0 �&/�R �*.#)(�&5�, �+/#, ��� ),���
���,0 �,�)(& 3

��.���-���, ��(8��
 ��,0 �, 8�-��� �/&.�)&&�.#)(PQ0�&/�R
� ,/�

� �&-�
� �&-� �*.#)(�&5�, �+/#, ��� ),���
���,0 �,�)(& 3

AddressAndPortsScreen

�"#- -�, ��( ��S#(�- ."� ")-.(�'�5 ��
5 ), 
� ���, �-- ) ."#- �)'*/. �, �(� ��S#(�- *),.-  ), ."� ��(�!�, 8
( ."� #(.�, ��.# 0� #(-.�&&�, ."#- -�, ��(
�&-)�-/**),.-�."�����#.#)(�) ���(�1���(�!�,�. )��(�� 2#-.#(!���.���-�5��/.�."#-�)*.#)(�#-�().�-/**),. ���#(�."��/(�.. �(����#(-.�&&8

�* '(�*,1
� '++!�$�

� �$-�+

����-$,

� �$-�
�', �+

� ��, �--�(�� ),.-��, ��(8��(�!�,� ��, �--PQ0�&/�R

Q")-.(�'�5

��
�),�
�

���, �--�) 

."����(�!�,

")-.R

Q�/,, �(.

")-.

(�'�R

� ��, �--�(�� ),.-��, ��(8��(�!�,� ),.PQ0�&/�R
Q0�&#��*),.

(/'��,R
HEEM

� ��, �--�(�� ),.-��, ��(8	��,. ���.� ),.PQ0�&/�R
Q0�&#��*),.

(/'��,R
HEFD

� ��, �--�(�� ),.-��, ��(8��1�)��PQ0 �&/�R
� ,/�

� �&-�
� �&-�

� ,/��#(�#��. �-�."�.�."���/,, �(.�#(-.�&&�#-���(�1�()��8�
 �."��#(-.�&&�,�S#(�-�� 2#-.#(!���.��#(

."����.���-�5�#.�1#&&�����."#-�#(-.�&&�.#)(��-���(�1�()��8�<�/&.#9()���-�./*�#-��& 1 � 3-��

-#&�(.�#(-.�&&=8��).�7��"��C��1��)�� C�#(-.�&&�.#)(�#( ),'�.#)(���)/.�."��� 2#-.#(!���.���-�

.)����*, ) 0#����0#��."����.���-���, ��(�*, )*�,.#�-8

�(- �5

�(- �5

�(- �5
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CredentialsScreen

�* '(�*,1 � '++!�$��� �$-�+ ����-$,�� �$-� �', �+

�, ���(.#�&-��, ��(8�-��., )(!� �-- 1 ), �-PQ0�&/�R
.,/�

� �&-�
� �&-� � ,/��#(�#��. �-�."������-")/&�����-�.�/*�. )��( ), ���-., )(!�*�-- 1 ), �-

SecurityUpdateScreen

�* '(�*,1
� '++!�$�

� �$-�+

����-$,

� �$-�
�', �+

���/,#.3�*��. ���, ��(8�*��. ��)'*)(�(.-PQ0 �&/�R
� ,/�

� �&-�
� ,/�

� ,/��#(�#��. �-�."�.�3 )/�1 �(.����*����/,#.3���(�!�,�. )��/. )'�.#��&& 3�,�.,#� 0��."�

&�.�-.��)'*)(�(.-

���/,#.3�*��. ���, ��(8�*��. ��) .1 �, �PQ0�&/�R
� ,/�

� �&-�
� ,/�

� ,/��#(�#��. �-�."�.�3 )/�1 �(.�. )�-�./*���.�-%�. )��/. )'�.#��&& 3��"��%� ),�(�1

-) .1 �, �8

SmartProtectionNetworkScreen

�"#-�-�, ��(���S#(�-�1 "�."�,�3 )/�1 �(.�. )��(��&��� , �(���#�, )��'�,.�� ������%��(��)*.#)(�&& 3�3)/,�#(�/-.,3 8

�* '(�*,1 � '++!�$��� �$-�+ ����-$,�� �$-� �', �+

�'�,.�, ). ��.#)(��.1 ), %��, ��(8�(��&�� ������%PQ0 �&/�R
� ,/�

� �&-�
� �&-� � ,/���(��&�-�� , �(���#�, )��'�,.�� ������%8

�'�,.�, ). ��.#)(��.1 ), %��, ��(8
(�/-.,3� 3*�PQ0�&/�R

�).�-*��#S#��

��(%#(!

�)''/(#��.#)(-��(��'��#�

� �/��.#)(

�(�, !3

� �-.9') 0#(!��)(-/'�,�!))�-�<��� �=

�#(�(�#�&

� ))���(���� 0�, �!�

�) 0�,('�(.

	��&."��, �


(-/, �(��

��(/ ��./,#(!

��. �,#�&-

���#�

�#&��(��! �-

� ��&��-.�. �

� �.�#&

� ��"()&)!3

� �&��)''/(#��.#)(-

� , �(-*),.�.#)(

�.#&#.#�-

�."�,

�&�(% �&�(%��),, �-*)(�-�. )��).�-*��#S#��

Sample Properties Files

�"�� )&&)1#(!�#-��(�� 2�'*��) �."���)(. �(.�) ���.3*#��&�*, )*�,.#�-�S#&�7

AddressAndPortsScreen.ManagerAddress=10.201.111.91
AddressAndPortsScreen.NewNode=True
UpgradeVerificationScreen.Overwrite=False
LicenseScreen.License.-1=XY-ABCD-ABCDE-ABCDE-ABCDE-ABCDE-ABCDE
DatabaseScreen.DatabaseType=Oracle
DatabaseScreen.Hostname=10.201.xxx.xxx
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DatabaseScreen.Transport=TCP
DatabaseScreen.DatabaseName=XE
DatabaseScreen.Username=DSM
DatabaseScreen.Password=xxxxxxx
AddressAndPortsScreen.ManagerPort=4119
AddressAndPortsScreen.HeartbeatPort=4120
CredentialsScreen.Administrator.Username=masteradmin
CredentialsScreen.Administrator.Password=xxxxxxxx
CredentialsScreen.UseStrongPasswords=False
SecurityUpdateScreen.UpdateComponents=True
SecurityUpdateScreen.UpdateSoftware=True
RelayScreen.Install=True
SmartProtectionNetworkScreen.EnableFeedback=False

Installation Output

�"�  )&&)1#(! #-� -�'*&� )/.*/.  , )' � -/���-- /& #(-.�&&5 )&&)1 �� � 3 �( � 2�'*&� )/.*/.  , )' �  �#&�� #(-.�&&<#(0�&#�&#��(-�=8�"� >�,, ),? .�!
#(�."��., ����#(�#��. �-��� �#&/,�8

Successful Install

�. )**#(!�� , �(���#�, )����*����/,#.3���(�!�,���,0#��888

��. ��.#(!�*, � 0#)/-�0 �,-#)(-�) �� , �(���#�, )����*����/,#.3���(�!�, 888

�*!, ����� �,#S#��.#)(���, ��(�-�..#(!-�����*. ��888

��.���-����, ��(�-�..#(!-�����*. ��888


#��(-����, ��(�-�..#(!-�����*. ��888

� ��, �--��(��� ),.-���, ��(�-�..#(!-�����*. ��888

�, ���(.#�&-���, ��(�-�..#(!-�����*. ��888

�&&�-�..#(!-�����*. ��5�, ��� 3�.)�� 2��/. �888

�(#(-.�&&#(!�*, � 0#)/-�0 �,-#)(

�. )**#(!���,0#��-

�2., ��.#(!�S#&�-888

��..#(!��*888

�)((��.#(!�. )�."����.���-�888

�, ��.#(!�."����.���-����"�'�888

�*��.#(!�."����.���-����.�888

�, ��.#(!���-. �,� �'#(�� ��)/(. 888

� ��), �#(!���..#(!-888

�, ��.#(!�� �'*), �,3��#, ��. ),3 888


(-.�&&#(!�� �*),.-888

�, ��.#(!�	�&*�� 3-. �'888

��..#(!��� �/&.�� �-- 1 ), ��� )&#�3888


'*),.#(!��2 �'*&�����/,#.3��, )S#&�-888

�**& 3#(!����/,#.3��*��. �888

�--#!(#(!�
����#&. �,-�. )��2 �'*&�����/,#.3��, )S#&�-888

�),, ��.#(!�."��� ),.� ),�."����(�!�,����/,#.3��, )S#&�888

�),, ��.#(!�."��� ),.�
#-.� ),�."����(�!�, 888

�, ��.#(!�
��
#-.�. )�
!(), �888

�, ��.#(!���"��/&���� �-%-888

�, ��.#(!��--�.�
'*),.�(����(.,#�-888

�, ��.#(!�� /�#. ),�� )&�888

� /�#.#(!888

�*.#'#4#(!888

� ��), �#(!�
(-.�&&�.#)(888

�, ��.#(!��, )*�,.#�-��#&�888

�, ��.#(!��"),. �/. 888

�)(S#!/,#(!���
888

�)(S#!/,#(!���,0#��888

Deep Security 9.5 Installation Guide (Basic Components) Deep Security Manager Settings Properties File

65



�)(S#!/,#(!��� 0�����/,#.3 888

�)(S#!/,#(!��� 0��
)!!#(!888

�&��(#(!��*888

�.�,.#(!����*����/,#.3���(�!�, 888

�#(#-"#(!�#(-.�&&�.#)(888

Failed Install

�"#-�� 2�'*&��-") 1 -�."��)/.*/.�!�(�, �. ���1 "�(�."��*, )*�,.#�-�S#&���)(.�#(����(�#( 0�&#��&#��(-��-.,#(!7

�. )**#(!�� , �(���#�, )����*����/,#.3���(�!�,���,0#��888

��. ��.#(!�*, � 0#)/-�0 �,-#)(-�) �� , �(���#�, )����*����/,#.3���(�!�, 888

�*!, ����� �,#S#��.#)(���, ��(�-�..#(!-�����*. ��888

��.���-����, ��(�-�..#(!-�����*. ��888

��.���-���*.#)(-���, ��(�-�..#(!-�����*. ��888

>��� ��?��"��&#��(-���)���3 )/�"� 0���(. �, ���#-�#( 0�&#�8

>��� ��?�
#��(-����, ��(�-�..#(!-�, �$��. ��888

� )&&#(!����%��"�(!�-888
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Deep Security Manager Performance Features

Performance Profiles

���* ���/,#.3 ��(�!�, /-�- �( )*.#'#4�� �)(�/,, �(. $)� -�"��/&�, ."�. �)(-#��,- ."� #'*��.- ) ���" $)� )( ��� 5��.���-� �(� �!�(.:
�**&#�(��-8 � 3 �� �/&. 5(�1 #(-.�&&�.#)(- /-� ."� C�!!, �--#0� C*�, ),'�(�� *, )S#&�1 "#�" #- )*.#'#4��  ), � ���#��. �� ��(�!�, 8
 ."� ���*
���/,#.3 ��(�!�, #- #(-.�&&�� )( � -3-. �' 1#." )."�, , �-)/, ��9#(. �(-# 0� -) .1 �, � #. '� 3 �� *, � �, ��&� .) /-� ."� C�.�(��, �C *�, ),'�(��
*, )S#&�8�"� *�, ),'�(�� *, )S#&���( �� �"�(!�� � 3 (� 0#!�.#(! .) � �%!&!+,* �,!'& J 
�&���* �'��+ 8� , )' ."#- -�, ��( -�&��. � ��(�!�, ()��
�(��)*�(�."� �* '(�*,!�+ 1#(�) 1 8��, )'�"�, ��."��� �, ),'�(����, )S#&����(�����"�(!���0#��."���, )*9�) 1(�'�(/8

�"� � �, ),'�(�� �, )S#&��&-) �)(., )&- ."� (/'��, ) �!�(.: �**&#�(��9#(#.#�. �� �)((��.#)(- ."�. ."� ��(�!�, 1#&&����*. 8�"� �� �/&. ) ���"
) �."��*�, ),'�(���*, )S#&�-��  ��.# 0�&3���&�(��-�."���')/(.�) �����*. ��5���&� 3����(��, �$��. ���"��,. ���.-8

Low Disk Space Alerts

Low Disk Space on the Database Host


 ."� ���* ���/,#.3 ��(�!�, , ���# 0�- � C�#-% /&&C�,, ), '�--�!�  , )' ."� ��.���-�5 #.1#&&-.�,. .) 1,#. � � 0�(.- .) #.- ) 1( "�, � �,# 0� �(� 1#&&
-�(���(��'�#&�'�--�!��. )��&&��-�,-�#( ),'#(!�."�'�) �."��-#./�.#)(8��"#-���"� 0#),�#-�().��)(S#!/, ��&�8


 3)/ �, � ,/((#(! '/&.#*&� ��(�!�, ()��-5 ."� � 0�(.- 1#&&�� 1,#.. �( .) 1 "#�"� 0�, ()�� #- "�(�&#(! ."� � 0�(. 8<�), '), � #( ),'�.#)( )(
,/((#(!�'/&.#*&��()��-5�-����/&.#9�)�����(�!�,�#(�."��� � �, �(���-��.#)(�) �."��)(&#(��"�&*�),�."��� �'#(#-., �. ),B-��/#��8=

�(���."���#-%�-*����#--/��)(�."����.���-��"�-����(�, �-)&0��5�."����(�!�,�1#&&�1,#. ��."��&)��&&3�-.), �����.��. )�."����.���-�8

Low Disk Space on the Manager Host


 ."� � 0�#&��&� �#-%-*��� )( ."� ��(�!�,  �&&-��&) 1 EDN5."� ��(�!�, !�(�, �. �- � 
) 1 �#-%�*��� �&�,. 8�"#- �&�,. #-*�,. ) ."� (),'�& �&�,.
-3-. �' �(� #-�)(S#!/, ��&� &#%� �( 3 )."�, 8<�), '), � #( ),'�.#)( )( �&�,.-5 -�� �$�*, � '&K!�-* �,!'& #( ."� � '&K!�-* �,!'& �&� 
�&���%�&,
-��.#)(�) �."��)(&#(��"�&*�),�."��� �'#(#-., �. ),B-��/#��8=


 �3)/��, ��,/((#(!�'/&.#*&����(�!�,�()��-5�."��()���1#&&����#��(.#S#���#(�."���&�,. 8

�"�( ."� ��(�!�,B- � 0�#&��&� �#-%-*���  �&&-��&) 1 I��5 ."� ��(�!�, 1#&&-�(� �( �'�#& '�--�!� .) �&&�-�,- �(� ."� ��(�!�, 1#&&-"/. �) 1(8
�"����(�!�,���(().����, �-.�,. ���/(.#&�."��� 0�#&��&���#-%�-*����#-�!, ��. �,�."�(�I��8

� )/�'/-.�, �-.�,.�."����(�!�,�'�(/�&& 38


 3)/ �, � ,/((#(! '/&.#*&� ()��-5 )(&3 ."� ()�� ."�. "�- ,/( )/. ) �#-%-*��� 1#&&-"/. �) 1(8 �"� )."�, ��(�!�, ()��- 1#&&�)(.#(/�
)*�, �.#(!8

Agentless Protection

Scan Caching

���( ���"#(! #'*, ) 0�- ."� � S#�#�(�3 ) )(9��'�(� -��(- *�, ),'�� � 3 ."� �#,./�& �**&#�(��8 
. �&#'#(�. �- ."� /((���--�,3 -��((#(! ) 
#��(.#��&��)(. �(.���, )--�'/&.#*&����-�#(�&�, !����1 �, ����*&) 3'�(.-8


(����#.#)(5

; 
(. �!,#.3��)(#. ),#(!�-��(����"#(!�-*���-�/*�
(. �!,#.3��)(#. ),#(!�-��(-�� 3�-"�,#(!�
(. �!,#.3��)(#. ),#(!�-��(�, �-/&.-
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; �(.#9��& 1 �, ��)(9��'�(�����"#(!�-*���-�/*�-��(-�)(�-/�-�+/�(.��&)(��:-#'#&�,���-

; �(.#9��& 1 �, ��� ��&9.#'�����"#(!�-*���-�/*�����)).��(���**&#��.#)(�����--�.#'�

; �)(�/,, �(.����(� ��./, ���&&)1 -� /,."�,�) 0�, �&&�-��(�.#'��#'*, ) 0�'�(.�� 3��&&)1#(!�'/&.#*&����-�. )����-��((����)(�/,, �(.&3

High Availability Environments


 3)/ #(.�(� .) .�%� �� 0�(.�!� ) ��1 �, � 	#! " � 0�#&��#&#.3<	�= ��*��#&#.#�-5 '�% � -/, � ."�. ."� 	� �( 0#,)('�(. #- �-.��&#-"�� �� ), � 3)/
��!#( #(-.�&&#(!���* ���/,#.3 8�&&�� �# " 3*�,0#-),- /-��  ), , ��) 0�,3 )*�, �.#)(- '/-. �� #'*),. �� #(.) ."� ���* ���/,#.3 ��(�!�, 1#." ."�#,
0��(. �, 5."� 3 '/-. �� C*,�*�, ��C5�(� � ���* ���/,#.3 �#,./�& �**&#�(�� '/-. �� #(-.�&&�� )( ���" )(�8 ��..#(! /* ."� �( 0#,)('�(. #( ."#- 1 � 3
1#&&��(-/,��."�.����*����/,#.3�*, ). ��.#)(�1#&&�,�'�#(�#(��  ��.�� . �,���	��, ��) 0�,3�)*�, �.#)(8

�!�' � �"+-.�% � ))%"�'� � ", ��)%( 2�� "' � �
0 �+� �' /"+('&�'- -!�- &�$ � , .,� (� -!� �
0 �+� �",-+"�.- �� � � ,(.+ � � �� !��.%�+
:�� �;4 "- ", "&)(+- �'- -!�- -!� � ))%"�'� � �(� , '(-  �- /
(-"('�� �%(' 0"-! -!� /"+-.�% &�� !"'� , �, )�+- (� -!� �� � )+(� � ,,6
�"+-.�% � ))%"�'� � , &.,- �� >)"''��> -( -!�"+ )�+-"�.%�+ � � �" ,�+ / �+6� (. &.,- ��-"/ � %2� !�' � -!� �� � ,�--"' , �(+ �%%-!� �"+-.�%
� ))%"�'� � , -( >
�'.�%> (+ >�",��%��> :+�� (&&�'���; ,( -!�- -!�2 0"%%'(- �� /
(-"('�� � 2 -!� �� �6 
� � �"+-.�% � ))%"�'� �
:(+ �' 2 /"+-.�% &�� !"'� ,; ", ,�- -( >�",��%��>4 /� �'- �+ ��+ / �+ �(� , '(- &" +�- � -!�- /"+-.�% &�� !"'� (+ )+( /"�� &" +�-"('
+�� (&&�'��-"(', �(+ "-6�!", ", $'( 0' �, >)"''"' > -!� /"+-.�% &�� !"'� -( "-, +� ",- �+�� !(,- 6�!", ", -!� +�� (&&�'��� � (.+,�
(� ��-"(' �(+ �"+-.�% � ))%"�'� � , "' � �� � �' /"+('&�'- 6:� ' �%-�+'�-"/ � ", -( ��)%( 2 -!� �"+-.�% � ))%"�'� � ('- ( � %(��%,- (+� �,
())(,�� -( � ,!�+ �� ,- (+�6�!�' -!� �"+-.�% � ))%"�'� � ", ��)%( 2�� ('- ( � %(��%,- (+� "- � �''(- �� /
(-"('�� � 2 �� �6; � (+ �.+- !�+
"'� (+&�-"('�('��� ���'��)"''"' �/"+-.�%�&�� !"'� ,�-(���,)��"I"��� � �"�,�+ / �+�� (',.%-�2 (.+��
0 �+���(�.&�'- �-"('6


� � /"+-.�% &�� !"'� ", /
(-"('�� � 2 	� �+(& �' � � �" )+(- ��- �� � 2 � �� � � -( �' � � �" -!�- ", '(- )+(- ��- �� � 2 � �� � �4 -!�
/"+-.�%&�� !"'� 0"%%��� (&� .')+ (- ��- ��6 
� -!� /"+-.�%&�� !"'� ", ,.�,�*.�'- %2/
(-"('�� ��� $ -( -!� (+" "'�% � � �"4 "- 0"%%'(-
�.- (&�-"� �%%2�� )+(- ��- �� � �"' .'%� ,, 2(. !�/ � �+��- �� �' �/ �'- 7��,�� � �,$ -( ��-"/ �- � �'� )+(- ��- � (&).- �+, -!�- !�/ � ���'
/
(-"('���- (��'�� � �"�0"- !��'��/ �"%��%���� � �6�� (+�&(+��"'� (+&�-"('4�,���>�/ �'- 7��,���� �,$,>�"'�- !�����)����.+"- 2�
�'� �+�	� %)6

�(- �5

�(- �5
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Creating an SSL Authentication Certificate

�"� ���* ���/,#.3 ��(�!�, �, ��. �- � ED93��, -�& 9-#!(�� ��,.#S#��. �  ), ."� �)((��.#)(- 1#." �!�(.-: �**&#�(��-5 � �&�3-5 �(� �-�,-B 1 ��
�, ) 1 -�,-8 	) 1 � 0�, 5 ), ����� -��/,#.3 5."#- ��,.#S#��. � ��( �� , �*&���� 1#." � ��,.#S#��. �  , )' � .,/-. �� ��,.#S#��. � �/."),#.3 <��=8 <�/�"
��,.#S#��. �-��, ��'�#(.�#(���� . �,������*����/,#.3���(�!�,�/*!, ���8=

�(�� !�(�, �. ��5 ."� �� ��,.#S#��. � '/-. �� #'*),. �� #(.) ."� 8%� 3-. ), � #( ."� , )). ) ."� ���* ���/,#.3 ��(�!�, #(-.�&&�.#)( �#, ��. ),3 �(� "� 0�
�(��&#�-�) �C. )'��.C8��"�����*����/,#.3���(�!�,�1#&&�."�(�/-��."�.���,.#S#��. �8

� '��* ��, ��1 '-*������-, �&,!��,!'&�� �*,!K!��, �4

E8 �) .) ."� ���* ���/,#.3 ��(�!�, #(-.�&&�.#)( �#, ��. ),3 < ), ."� */,*)-� ) ."�-� #(-.,/�.#)(-5 1 � 1#&&�--/'� #.B-C�4<�* '�* �%
�!$�+<� *�&��
!�* '<���(�� ��-*!,1�
�&���* C=��(���, ��. ����(�1� )&��,���&&�� ���# -(# � 1+,'* �

F8 �)* 3 5#� 1+,'* � �(� � '&K!�-* �,!'&5(* '(�*,!�+ .)�."��(�1 &3��, ��. ��� )&��, ���# -(# � 1+,'* �

G8 � , )'����)''�(��*, )'*. 5�!)�.)�."�� )&&)1#(!�&)��.#)(7 �4<�* '�* �%��!$�+<� *�&��
!�* '<���(�� ��-*!,1�
�&���*<"* �<�!&

H8 � /(�."�� )&&)1#(!��)''�(��1 "#�"�1#&&��,��. ����-�& �-#!(�����,.#S#��. �7

C:\Program Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -genkey -alias tomcat -

keyalg RSA -dname cn=dsmserver

I8 �"))-��*�-- 1 ), �7 � �&��!,

�� ��5 0�"�!� ", -!� � (&&(' '�&� (� -!� � �+-"I"��- � 2(.+ �� 0"%%," '6 �(&� ��, +�*."+ � � ,)��"I"� '�&� -( ," ' -!�
� �+-"I"��- ��� " '"' �� �*.� ,-�:���;6��%��,��� (',.%-�2 (.+����� �&"'�- (�,���"��2 (.�!�/ ��- !�-�)�+-"�.%�+�+ �*."+ �&�'- 6

J8 �"�, � #- � (�1 %� 3-. ), � S#&��, ��. �� /(��, ."� /-�, ")'� �#, ��. ),3 8
 3)/ �, � &)!!�� #( �- C� �'#(#-., �. ),C5� )/ 1#&&-�� ."�
5#� 1+,'* � S#&��/(��, �4<�'�-%�&,+��&��� �,,!&�+<� �%!&!+,* �, '*

K8 �#�1�."��(�1 &3�!�(�, �. �����,.#S#��. ��/-#(!�."�� )&&)1#(!��)''�(�7

C:\Program Files\Trend Micro\Deep Security Manager\jre\bin>keytool -list -v

L8 � /(�."�� )&&)1#(!��)''�(��. )��, ��. ����� ��� ),�3 )/,����. )�-#!(7

C:\Program Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -certreq -keyalg RSA -

alias tomcat -file certrequest.csr

M8 ��(� ."� � �*,* �)-�+, 5�+* .) 3)/, �� .) -#!(8 
( , �./,( 3)/ 1#&&!�. .1 ) S#&�-8�(� #- � C��,.#S#��.� , �*&3C�(� ."� -��)(� #-."� ��
��,.#S#��. ��#.-�& 8

ED8 � /(�."�� )&&)1#(!��)''�(��. )�#'*),.�."�������,.�#(�� � � ��.,/-. ���% � 3-. ), �7

C:\Program Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -import -alias root -

trustcacerts -file cacert.crt -keystore "C:\Program Files\ Trend Micro\ Deep Security Manager\

jre\lib\security\cacerts"

EE8 � /(�."�� )&&)1#(!��)''�(��. )�#'*),.�."�������,.#S#��. ��#(�3)/,�% � 3-. ), �7

C:\Program Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -import -alias root -

trustcacerts -file cacert.crt

<-�3�3�-�. )�1 �,(#(!�'�--�!�=

�(- �5
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EF8 � /(�."�� )&&)1#(!��)''�(��. )�#'*),.�."����,.#S#��. ��, �*&3�.)�3)/,�% � 3-. ), �7

C:\Program Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -import -alias tomcat -

file certreply.txt

EG8 � /(�."�� )&&)1#(!��)''�(��. )�0#�1�."����,.#S#��. ���"�#(�#(�3 )/�%� 3-. ), �7

C:\Program Files\Trend Micro\Deep Security Manager\jre\bin>keytool -list -v

EH8 �)* 3 ."� 8%� 3-. ), � S#&� , )' 3)/, /-�, ")'� �#, ��. ),3 �4<�'�-%�&,+ �&� � �,,!&�+< � �%!&!+,* �, '* .) �4<�* '�* �% �!$�+< � *�&�

!�* '�<���(�� ��-*!,1�
�&���*<

EI8 �*�( ."� �)(S#!/, �.#)(8*, )*�,.#�- S#&�#(  )&��, �4<�* '�* �% �!$�+< � *�&� 
!�* '< ���( � ��-*!,1 
�&���* 8
. 1#&&&))%-)'�."#(!
&#%�7

keystoreFile=C\:\\\\Program Files\\\\Trend Micro\\\\Deep Security Manager\\\\.keystore

port=4119

keystorePass=$1$85ef650a5c40bb0f914993ac1ad855f48216fd0664ed2544bbec6de80160b2f

installed=true

serviceName= Trend Micro Deep Security Manager

EJ8 � �*&����."��*�-- 1 ), ��#(�."�� )&&)1#(!�-.,#(!7

keystorePass=xxxx

1 "�, ��C0000?#-�."��*�-- 1 ), ��3 )/�-/**&#���#(�-. �*�S#0�

EK8 �� 0���(���&)-��."��S#&�

EL8 � �-.�,.�."�����*����/,#.3���(�!�,�-�,0#��

EM8 �)((��.�. )�."�����*����/,#.3���(�!�,�1#."�3 )/,��, ) 1 -�,��(��3 )/�1#&&�().#���."�.�."��(�1���
���,.#S#��. ��#-�-#!(���� 3�3)/,���8
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Protecting a Mobile Laptop

�"�� )&&)1#(!���-�,#��-�."��-. �*-�#( 0)&0���#(�/-#(! ���*����/,#.3 .)�*, ). ��.���')�#&��&�*. )*8�
.�1#&&�#(0)&0��."�� )&&)1#(!�-. �*-7

E8 � ��#(!��)'*/. �,-�. )�."����(�!�,
E8 � ��#(!�#(�# 0#�/�&��)'*/. �,-

F8 � �, ),'#(!����#-�) 0�,3��*�, �.#)(�)(�3 )/,�(�.1 ), %

G8 
'*),.#(!��)'*/. �,-� , )'����#�, )-) .�� �.#0���#, ��. ),3

F8 �, ��. ����(�1�� )&#�3� ),����#(�) 1 -�&�*. )*
E8 �, ��.#(!��(��(�'#(!�."��(�1�� )&#�3

F8 ��..#(!�1 "#�"�#(. �, ���-�. )�')(#. ),

G8 ��..#(!�."��(�.1 ), %��(!#(��. )�
(&#(���)��

H8 �--#!(#(!��#, �1 �&&��/&�-�<#(�&/�#(!�-)'��1#."�
)��.#)(�� 1 �, �(�--=��(���(��&#(!��#, �1 �&&��.�.� /&��)(S#!/, �.#)(

I8 �--#!(#(!�
(.,/-#)(��, � 0�(.#)(�� /&�-

J8 �--#!(#(!�
)!�
(-*��.#)(�� /&�-

K8 �--#!(#(!�
(. �!,#.3��)(#. ),#(!�� /&�-

G8 �**& 3#(!�."��� )&#�3�.)�."���)'*/. �,

H8 �)(#. ),#(!�� �.#0#.3�/-#(!�."����(�!�,

� � 1#&&�--/'� ."�. 3)/ "� 0� �&,��� 3 #(-.�&&�� ."� ��(�!�, )( ."� �)'*/. �,  , )' 1 "#�" 3)/ #(.�(� .) '�(�!� ."� ���* ���/,#.3 �!�(.-
.", )/! ")/. 3)/, (�.1 ), %8� � 1#&&�&-) �--/'� ."�. 1'-  � . � !&+,�$$�� 8�-, &', ��,! . �, ��9 ���( � ��-*!,1 ���&,+ '& , � %'�!$� $�(, '(+
1'-�/!+ �, '�(* ', ��, 8�
 �3)/�"� 0��().��)(��-)5��)(-/&.�."��#(-.�&&�.#)(�#(-.,/�.#)(-� ),�."��-. �*-�. )�!�.�. )�."#-�-.�!�8

Adding computers to the Manager

� )/���(������)'*/. �,-�. )�."� ���*����/,#.3 � '%(-, �*+ *�!��� 37

E8 � ��#(!��)'*/. �,-�#(�# 0#�/�&&3�� 3�-*��# 3#(!�."�#,�
�����, �--�-�),�")-.(�'�-

F8 �#-�) 0�,#(!��)'*/. �,-�� 3�-��((#(!�."��(�.1 ), %

G8 �)((��.#(!�. )����#�, )-) .�� �.#0���#, ��. ),3��(��#'*),.#(!���&#-.�) ��)'*/. �,-

H8 �)((��.#(! .) � ��1 �, � 0��(. �, �(� #'*),.#(! � &#-.) �)'*/. �,- <(). �) 0�, �� #( ."#- -��.#)( ����/-� 1 � �, � ���&#(! 1#." ')�#&�
&�*.)*-8=

Adding computers individually by specifying their IP addresses or hostnames

� )������(�#(�# 0#�/�&��)'*/. �,�� 3�-*��# 3#(!�#.-�
�����, �--�),�")-.(�'�5�!)�. )�."� � '%(-, �*+ *�!���(���&#�% �� / #(�."��. ))&��, 8

� 3*� ."� ")-.(�'� ), 
� ���, �-- ) ."� (�1 �)'*/. �, #( ."� 	'+,&�%� .� 2. �) 28�"� �� / � '%(-, �* 1#4�, � �&-) &�.- 3)/ -*��# 3 � � )&#�3
1 "#�" #.1#&&�**& 3 .) ."� (�1 �)'*/. �, # #.S#(�- ."� �)'*/. �, �(� ��. �,'#(�- ."�. �( /(��.# 0�. �� �!�(. #-*, �-�(. 8<�), () 1 5�)( B.-�&��. �
� )&#�38=�"�( 3)/ �&#�%�� 0,5."� 1#4�, � 1#&&S#(� ."� �)'*/. �, �(� ��.# 0�. � ."� �!�(. 8�"�( �!�(. ��.# 0�.#)( "�- �)'*&�. ��5 ."� 1#4�, � 1#&&
!#0� 3)/ ."� )*.#)( ) )*�(#(! ."� � '%(-, �* � �!, '* 1#(�) 1 <."� ��.�#&- 1#(�) 1= 1 "#�" &�.- 3)/ �)(S#!/, � '�( 3 ."� �!�(.B- -�..#(!-8 �%#*
."� ��,�!$+ 1#(�) 1� ),�() 1 8

Adding computers by scanning the network (Discovery)

� '��!+� ' . �*�� '%(-, �*+�� 1�+��&&!&��, ��&�,/ '* #4
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E8 �)�. )�."� � '%(-, �*+ *�!�8

F8 �&#�%�!+� ' . �* 555#(�."��. ))&��,�. )��#-*&� 3�."� �!+� ' . �*�� '%(-, �*+ �#�&)!8

G8 � 3*����, �(!��) �
�����, �--�-�3 )/�1 �(.�. )�-��(� ),��)'*/. �,-8�
 �3)/�1#-"5�3 )/���(��(. �,���'�-% ���
�����, �--�. )��)�."��-�'��."#(!8

H8 ��&��. � -, '%�,!��$$ 1 *�+'$ . � 
� + ,'  '+,&�%�+ .) #(-.,/�. ."� ��(�!�, .) �/. )'�.#��&& 3 , �-)&0� ")-.(�'�- �- #.*�, ),'- ."�
�#-�) 0�,3 8

I8 � )/ "� 0� ."� )*.#)( .) ��� �#-�) 0�, �� �)'*/. �,- .) � �)'*/. �, !, )/* 3)/ "� 0� �, ��. ��8 � ), () 1 5&��0� ."� � �� �!+� ' . �* ��
� '%(-, �*+�, '��* '-( �, )*9�) 1(�&#-.��")#���-�.�. )�C�)'*/. �,-C8

J8 �#(�&&35�&��, ."� � -, '%�,!��$$ 1 (�*�'*% � ('*, +��& '� �!+� ' . �* �� � '%(-, �*+ �"��% �) 28<�),. -��((#(! ��. ��.- 1 "#�" *),.- �, �
)*�(�)(�."���#-�) 0�, ����)'*/. �,-8=

K8 �&#�%�� 8�"� �#�&)! �) 2 1#&&�#-�**��, �(� C�#-�) 0�,3 #( *, )!, �--888C1#&&�**��, #( ."� ��(�!�,B- -.�./- ��, �. ."� �).. )' ) 3)/,
�, ) 1 -�, 8�<�"���#-�) 0�,3�*, )��--���(������(��&&���� 3��&#�%#(!�."��C�C8=


( �  �1 '#(/. �-5 �&&0#-#�&��)'*/. �,- )( ."� (�.1 ), %1#&&"� 0� ���( ��. ��. �� �(� ."� ��(�!�, 1#&&"� 0� #��(.#S#�� .")-� 1#."
���*����/,#.3 �!�(.-�#(-.�&&��8��"�-���!�(.-�() 1�(����. )������.# 0�. ��8

L8 � �.#0�. � ."� �!�(.- � 3 ,#!".9�&#�%#(!�( �!�(. <), '/&.#*&� -�&��. �� �!�(.-=5 �(� -�&��. C� �.#0�. �: � ���.# 0�. � C , )' ."� -"),. �/.
'�(/8��(���."���!�(.-��, ����.# 0�. ��5�."�#,�-.�./-�&#! ".�1#&&�./,(�!, ��(��(��C��(�!���<�(&#(�=C�1#&&��**��,�#(�."��-.�./-��)&/'(8

Importing Computers from a Microsoft Active Directory

�)'*/. �,-�#'*),. ��� , )'��(�� �.#0���#, ��. ),3��, ��., ��. ���."��-�'���-��( 3�)."�,��)'*/. �,-�#(�."� � '%(-, �*+ *�!�8

� '�!%('*,�� '%(-, �*+��* '%���
!�* '+'�,�� �,! . ���!* ��, '*1 7

E8 �&#�%."� �) 1( �,, ) 1 (� 2. .) C��1C #( ."� � '%(-, �*+ *�!� .))&��, �(� -�&��. � �� �!* ��, '*1 5558.) -.�,. ."� � �� �!* ��, '*1 1#4�, �8

� 2'� !+('"3 �-"(' (� � (&).- �+, �+(& (- !�+ �� �� 7��,�� �"+��- (+"� , &�2 �� )(,,"�%� �.- 0 (.%� +�*."+ � ,(&�
�.,- (&"3�-"('6�� (+��,,",- �'� ��� ('- ��-�2 (.+�,.))(+-�)+ ( /"��+ 6

F8 � 3*� ."� � �.#0� �#, ��. ),3 -�,0 �, (�'�5 � (�'� �(� ��-�,#*.#)(  ), 3)/, #'*),. �� �#, ��. ),3 �- #.1#&&�**��, #( ."� ��(�!�, <#.
�)�-( B."� 0� .) '�. �" ."�. ) ."� � �.#0� �#, ��. ),3=5."� 
� �(� *),. ) ."� � �.#0� �#, ��. ),3 -�,0 �, 5�(� S#(�&&3 3)/, ����-- '�.")�
�(���, ���(.#�&-8��&#�%�� 0,8

� (.�&.,-�"'� %.���2(.+��(&�"'�'�&��0"- !�2 (.+�.,�+'�&��"'�- !� �&�%���!� I"�%�6

G8 
 3)/ -�&��. ��
 ), �
 � �- ."� � ���-- '�.")�5 ."� 1#4�, � 1#&&�-% 3)/ .) ����*. � -��/,#.3 ��,.#S#��. �8 � )/ ��( 0#�1 ."� ��,.#S#��. �
����*. �� � 3 ."� ���* ���/,#.3 ��(�!�, � 3 !)#(! .) � �%!&!+,* �,!'& J � 1+,�% � �,,!&�+ J � ��-*!,1 �(� �&#�%#(!C�#�1 ��,.#S#��. �

#-. 888C�#(�."��� ,/-. �����,.#S#��. �-��, ��8��&#�%�� 0,8

H8 �"��-��)(��*�!��) �."� �� /��!* ��, '*1 1#4�, ���-% -� ),�-�"�'����.�#&-8�<
�� 0��."���� �/&.�0�&/�-=8��&#�%�!&!+ 8

I8 �"��(� 2.�*�!��1#&&�.�&&�3)/�# �."�, ��1 �, ���( 3��,, ),-8��&#�%�� 0,8

J8 �"� S#(�&*�!� 1#&&&�. 3)/ �, ��. � � ��"��/&�� � �-% .) , �!/&�, &3 -3(�", )(#4� ."� ��(�!�,B- � '%(-, �*+ *�!� 1#." ."� � �.#0�
�#, ��. ),3 8�
�� 0��)*.#)(�."#-��&��, ��� ),�() 1 8��&#�%�$'+� 8

�"���#, ��. ),3�-.,/�./, ��() 1��**��,-�/(��, � '%(-, �*+ #(�."��(� 0#!�.#)(�*�(�&8

Additional Active Directory Options

�#! ".9�&#�%#(!�( � �.#0� �#, ��. ),3 -.,/�./, � !#0�- 3)/ ."�  )&&)1#(! )*.#)(- ."�. �, � (). � 0�#&��&�  ), ), �#(�,3 �)'*/. �, !, )/*- &#-.�� /(��,
� '%(-, �*+ 8

�(- �5

�(- �5
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E8 � �') 0���#, ��. ),3

F8 � 3(�", )(#4���) 1

Remove Directory

�"�(�3 )/�, �') 0�����#, ��. ),3� , )'�."� ���*����/,#.3 ��(�!�, 5�3)/�"� 0��."�� )&&)1#(!�)*.#)(-7

; � �%' . ���!* ��, '*1��&���$$�+-�'* �!&�, ��� '%(-, �*+7�* '-(+��* '%���
4 , �') 0�-��&&�.,���-�) �."���#, ��. ),3 8

; � �%' . � �!* ��, '*1 3�-, *�,�!& � '%(-, �* ��,� �&� � '%(-, �* �* '-(  !�* �* � 14./,(- ."� #'*),. �� �#, ��. ),3 -.,/�./, � #(.)
#��(.#��&&3�), ! �(#4���, �!/&�,��)'*/. �,�!, )/*-5�()�&)(!�,�&#(% ���1#."�."��� �.#0���#, ��. ),3�-�,0 �, 8

; � �%' . � �!* ��, '*1 3*�,�!& � '%(-, �* ��,�3 �-, K$�,,�&  !�* �* � 14, �') 0�- &#(%- .) ."� � �.#0� �#, ��. ),3 -�,0 �, 5�#-��, �- �#, ��. ),3
-.,/�./, �5��(��*&���-��&&�."���)'*/. �,-�#(. )�."��-�'���)'*/. �,�!, )/*8
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Logs of Firewall and Intrusion Prevention Events
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